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ABSTRACT

This paper critically examines the evolving regulatory approach of the
Securities and Exchange Board of India (SEBI) toward cryptocurrency
securities and digital assets, situated at the intersection of technological
innovation and financial regulation. It explores the definitional challenges
posed by digital assets under the Securities Contracts (Regulation) Act, 1956,
and analyses SEBI’s jurisdictional mandate in light of emerging asset classes
such as security tokens, tokenised securities, and decentralised finance
(DeFi) protocols. The study highlights SEBI’s proactive initiatives,
including the Committee on Financial and Regulatory Technologies (CFRT),
the deployment of distributed ledger technology (DLT) in debt markets, and
the regulatory sandbox framework for fintech experimentation. It also
evaluates SEBI’s proposed multi-regulatory framework, coordination
mechanisms, and international alignment strategies to address regulatory
arbitrage and systemic risks. Special attention is given to asset classification,
Initial Coin Offerings (ICOs), and investor protection measures. The paper
argues for a principle-based, functionally grounded regulatory model that
balances innovation with market integrity and investor safeguards. Drawing
on comparative global practices and SEBI’s operational experience, it offers
a forward-looking blueprint for digital asset regulation in India’s capital
markets.
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I. INTRODUCTION

The rise of digital assets and cryptocurrencies has catalyzed a profound transformation in
global financial systems, challenging conventional regulatory frameworks and demanding a
reimagining of oversight mechanisms. In India, this disruption has placed the Securities and
Exchange Board of India (SEBI) at the center of a complex and evolving regulatory landscape.
Traditionally focused on capital markets and securities, SEBI now finds itself navigating the
blurred boundaries between securities, commodities, and currencies—boundaries that
blockchain and distributed ledger technologies have rendered increasingly porous. Crypto-
assets, with their hybrid characteristics and decentralized nature, defy easy classification, often
exhibiting traits of multiple asset classes simultaneously. This ambiguity has necessitated a
shift in SEBI’s approach, from passive observation to active engagement, as it seeks to assert

jurisdiction over instruments that resemble securities in structure or function.

SEBI’s evolving stance reflects a broader recognition of the need to balance innovation with
investor protection and systemic stability. The regulator has begun exploring frameworks that
accommodate tokenized securities, crypto exchanges, and decentralized finance platforms,
while ensuring compliance with disclosure norms, anti-money laundering protocols, and risk
mitigation standards. This shift is not occurring in isolation. India’s regulatory environment is
marked by overlapping mandates involving the Reserve Bank of India (RBI), the Ministry of
Finance (MoF), and other bodies, each with distinct priorities and perspectives on digital assets.
The RBI, for instance, has historically expressed caution, citing concerns over monetary
sovereignty and financial stability, while the MoF has taken steps to tax crypto transactions
and bring them under the ambit of anti-money laundering laws. In this context, SEBI’s
proactive role must be harmonized with these parallel efforts to avoid regulatory arbitrage and

ensure coherent policy implementation.

The urgency of regulatory clarity is underscored by the explosive growth of India’s crypto
market, which expanded by over 641% in a single year according to Chainalysis. This surge in
adoption, driven by retail investors and fintech innovation, has heightened the stakes for
regulators. Fragmented oversight risks undermining investor confidence and exposing the
financial system to vulnerabilities. Coordinated regulation, therefore, is not merely desirable—
it is imperative. SEBI’s leadership in this domain could serve as a linchpin for a unified

framework that integrates the strengths of various agencies while addressing the unique
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challenges posed by digital assets.

International models offer valuable lessons for India’s regulatory evolution. The European
Union’s Markets in Crypto-Assets (MiCA) regulation provides a comprehensive blueprint for
licensing, disclosure, and consumer protection, tailored to the nuances of crypto markets. The
United States, while lacking a single regulatory framework, demonstrates the utility of multi-
agency collaboration, with the SEC, CFTC, and FinCEN each playing distinct roles.
Singapore’s adaptive policies, which combine innovation sandboxes with strict compliance
requirements, exemplify a balanced approach that India could emulate. SEBI’s challenge lies
in assimilating these global insights while crafting a framework that aligns with India’s

financial architecture, legal traditions, and socio-economic realities.

In sum, SEBI’s journey from cautious observer to proactive regulator marks a pivotal moment
in India’s financial governance. As digital assets continue to reshape the contours of
investment, trade, and monetary exchange, SEBI must not only refine its own toolkit but also
catalyze inter-agency collaboration and legislative reform. The goal is not to stifle innovation,
but to channel it within a robust, transparent, and investor-friendly ecosystem. India’s
regulatory response, if well-calibrated, could position it as a global leader in crypto

governance—balancing agility with accountability in an era of digital disruption.

II. REGULATORY FRAMEWORK AND LEGAL FOUNDATIONS

A. Securities Contracts (Regulation) Act, 1956: Definitional Challenges

The Securities Contracts (Regulation) Act, 1956 (SCRA) defines “securities” broadly under
Section 2(h), forming the basis of SEBI’s jurisdiction. While this includes traditional
instruments like shares, bonds, and derivatives, its application to digital assets remains
ambiguous. Cryptocurrencies such as Bitcoin and Ethereum typically lack issuer-based rights
or ownership claims, placing them outside conventional securities definitions. However,

security tokens and tokenised assets that confer ownership or income rights may fall within the

SCRA’s ambit.

SEBI has acknowledged this ambiguity, noting that crypto assets are neither explicitly defined
nor notified as securities under the SCRA. This has led to a feature-based approach to

classification, depending on the asset’s economic characteristics. The decentralised nature of
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many digital assets, absence of identifiable issuers, and emergence of hybrid tokens with both
utility and profit-sharing features further complicate regulatory treatment. Courts have also
weighed in, notably in Internet and Mobile Association of India v. RBI, affirming that
regulatory action must be grounded in clear legal authority, even in the absence of explicit

prohibitions.
B. SEBI's Jurisdictional Mandate and Powers

SEBI's regulatory mandate, as established under the Securities and Exchange Board of India
Act, 1992, encompasses the protection of investor interests, development of securities
markets, and regulation of securities market intermediaries. The regulator's powers extend
to all activities related to securities trading, including market surveillance, enforcement, and
investor protection mechanisms. The application of SEBI's mandate to digital assets depends
critically on whether specific crypto assets can be classified as securities. For digital assets
that qualify as securities, SEBI's full regulatory framework would apply, including
registration requirements, disclosure obligations, market conduct rules, and investor
protection measures. This would bring Initial Coin Offerings (ICOs), Security Token

Offerings (STOs), and other forms of digital asset issuances under SEBI's purview.

SEBI's approach to digital asset regulation reflects a principle-based rather than rule-based
methodology. This approach allows for greater flexibility in addressing the diverse
characteristics of digital assets while ensuring that investor protection remains paramount. The
regulator has emphasised that its existing investor protection framework, including disclosure
requirements, transaction safety mechanisms, and grievance redressal procedures, provides

adequate foundation for crypto asset regulation'.
II1. SEBI'S EVOLVING APPROACH TO DIGITAL ASSETS
A. Committee on Financial and Regulatory Technologies (CFRT)

SEBTI’s fintech regulatory strategy began with the formation of the Committee on Financial and
Regulatory Technologies (CFRT) in August 2017, chaired by T.V. Mohandas Pai. Tasked with
evaluating global fintech trends and developing regulatory sandboxes, the CFRT focuses on

integrating technologies like blockchain, Al, and big data into SEBI’s oversight functions. Its

Uhttps://ijrpr.com/uploads/V5ISSUE12/IJRPR36609.pdf
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sandbox framework enables controlled testing of financial innovations, offering a potential
route for digital asset experimentation, though no security token projects have been tested as

of 2025.

The committee’s work reflects SEBI’s proactive stance on tech-driven market evolution. It has
issued key recommendations on algorithmic trading, robo-advisory, and Al in investment
decisions, while also establishing cybersecurity and risk management standards critical for
crypto asset service providers. This positions SEBI to regulate digital assets with both

innovation and investor protection in mind.

B. Distributed Ledger Technology Adoption in Securities Markets

SEBI has positioned itself as a global leader in applying distributed ledger technology (DLT)
to securities market operations, notably through its 2021 mandate for blockchain-based security
and covenant monitoring in the non-convertible securities market. Operational from April
2022, this system integrates all key stakeholders—issuers, trustees, rating agencies, exchanges,
and depositories—into a unified platform that automates due diligence, charge creation, and
ongoing monitoring. It offers enhanced transparency, cyber-resilience, and immutable record-

keeping compared to traditional databases.

The system’s advanced architecture includes smart contracts, cryptographic safeguards, and
interoperability with existing infrastructure. Its governance framework addresses consensus
protocols, node responsibilities, and upgrade mechanisms, offering regulatory insights for
decentralised systems. Real-time reporting, audit trails, and access controls further strengthen
data governance. SEBI’s successful DLT deployment not only modernizes debt market
oversight but also lays a foundation for future regulation of security tokens and blockchain-

based financial instruments.

C. Regulatory Sandbox Framework for Digital Innovation

SEBI's regulatory sandbox framework, developed as part of the CFRT's recommendations,
provides a structured environment for testing innovative financial products and services under
relaxed regulatory requirements. The sandbox approach enables market participants to
experiment with new technologies and business models while maintaining appropriate investor

protections and risk management measures.
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The framework operates under specific eligibility criteria, including requirements for
innovative technology use, potential benefits to investors or market efficiency, and adequate
risk management frameworks. Participants in the regulatory sandbox operate under temporary
regulatory relief, allowing them to test their innovations without full compliance with existing

regulations that may not be suitable for innovative products.

Although no crypto asset or security token projects have been formally tested in SEBI's
regulatory sandbox, the framework provides a potential pathway for regulated experimentation
with digital asset innovations. The sandbox approach could enable testing of tokenised
securities, DLT-based trading platforms, or innovative crypto asset custody solutions under

controlled conditions with appropriate safeguards.

The regulatory sandbox framework reflects SEBI's balanced approach to innovation regulation,
recognising the need to foster technological advancement while maintaining appropriate
oversight and protection for market participants. This approach positions SEBI to respond
effectively to future developments in digital asset markets while maintaining its core mandate

of investor protection and market integrity.

The sandbox framework includes provisions for graduated scaling, allowing successful pilot
projects to expand their operations gradually while maintaining regulatory oversight. This
approach reduces the risk of premature market-wide deployment of untested technologies

while enabling promising innovations to reach market scale.

The framework's risk management requirements include investor protection measures,
operational risk controls, and exit procedures for unsuccessful experiments. These
safeguards ensure that sandbox activities do not compromise broader market integrity or

expose participants to unacceptable risks.

The evaluation criteria for sandbox participants include assessments of technological
innovation, market benefit, risk management adequacy, and compliance with regulatory
objectives. These criteria ensure that sandbox resources are allocated to projects with genuine

potential for improving market efficiency or investor outcomes.

D. Consultation Papers and Market Engagement

SEBI's approach to digital asset regulation has emphasised extensive market consultation and
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stakeholder engagement, reflecting the regulator's commitment to developing practical and
effective regulatory frameworks. The regulator has published several consultation papers
addressing different aspects of digital asset regulation and sought feedback from market

participants, technology experts, and investor advocates.

The consultation process has addressed various topics relevant to digital asset regulation,
including the classification of different token types, appropriate disclosure requirements for
crypto asset issuers, and the regulatory treatment of decentralised finance (DeFi) protocols.
These consultations demonstrate SEBI's comprehensive approach to understanding and

addressing the complex challenges posed by digital asset markets.

Market engagement activities have included public hearings, industry roundtables, and
technical working groups comprising representatives from crypto exchanges, technology

companies, legal experts, and investor organisations.

The feedback received through consultation processes has influenced several aspects of SEBI's
regulatory approach, including the emphasis on principle-based regulation, the focus on
intermediary regulation, and the development of graduated compliance requirements based on

the size and complexity of different market participants.

SEBI's consultation approach also includes international engagement, with the regulator
participating in global forums and learning from the experiences of regulatory counterparts
in other jurisdictions. This international dimension ensures that India's digital asset

regulatory framework remains aligned with global best practices and standards.
IV. MULTI-REGULATORY FRAMEWORK FOR CRYPTO ASSETS
A. SEBI's Proposed Multi-Regulator Approach

In 2024, SEBI proposed a comprehensive multi-regulatory framework for overseeing
cryptocurrency activities, representing a significant shift from the previous uncertain
regulatory environment to a more structured approach?. This framework recognises that
digital assets exhibit characteristics that span multiple regulatory jurisdictions and require

coordinated oversight from different authorities based on the specific features and use cases

2 https://www.azbpartners.com/bank/virtual-currency-regulation-review-2025/
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of each asset type.

Under SEBI's proposed framework, regulatory responsibilities would be distributed among
various authorities based on their core competencies and mandates. SEBI would oversee crypto
assets that qualify as securities, including security tokens and Initial Coin Offerings that meet
the definition of securities under the SCRA. This approach aligns with international regulatory
trends, particularly the United States Securities and Exchange Commission's approach of
applying securities laws to crypto assets that meet the definition of investment contracts under

the Howey test.

The multi-regulatory approach also recognises the role of other key regulators in the digital
asset ecosystem. The Reserve Bank of India would maintain oversight over payment aspects
of cryptocurrencies, asset-backed cryptocurrencies including stablecoins, and any digital assets
that may impact monetary policy or financial stability. The Insurance Regulatory and
Development Authority would regulate crypto-related insurance products, while the Pension

Fund Regulatory and Development Authority would oversee pension- related virtual assets.

This distributed regulatory approach addresses the inherent complexity of digital assets, which
often combine features traditionally associated with different types of financial instruments.
By allocating regulatory responsibilities based on functional characteristics rather than
technological form, the framework ensures that each aspect of digital asset operations receives

appropriate oversight from the most qualified regulatory authority.

The framework also addresses cross-cutting issues such as consumer protection, market
integrity, and systemic risk management through coordinated approaches among multiple
regulators. This comprehensive coverage reduces the risk of regulatory gaps while avoiding

duplicative or conflicting oversight requirements.

The proposed framework includes provisions for regular review and adaptation based on
market developments and regulatory experience. This adaptive approach ensures that the
regulatory structure remains effective as digital asset markets continue to evolve and new types

of assets and business models emerge.

B. Coordination Mechanisms and Information Sharing

The success of a multi-regulatory framework depends critically on effective coordination
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mechanisms and information sharing protocols among the participating regulatory authorities.
SEBI's proposal emphasises the need for joint custody of supervision among SEBI, RBI, and
the Ministry of Finance, with collaborative mechanisms for addressing regulatory concerns and

developing industry standards.

The framework envisages the establishment of formal coordination mechanisms, including
regular inter-regulatory consultations, shared supervisory databases, and coordinated
enforcement actions. These mechanisms would ensure that regulatory decisions by one
authority do not inadvertently create regulatory arbitrage opportunities or undermine the

effectiveness of oversight by other regulators.

Information sharing protocols would enable regulators to access relevant data and
intelligence necessary for effective supervision within their respective jurisdictions. This is
particularly important given the cross-border nature of many digital asset activities and the
potential for rapid migration of activities between jurisdictions in response to regulatory

developments.

The coordination framework also includes provisions for joint rule-making and policy
development, ensuring that regulatory approaches across different authorities remain
consistent and complementary. This collaborative approach reduces the risk of regulatory
conflicts and ensures that market participants receive clear and consistent guidance on

compliance requirements.

A central coordination committee, comprising senior representatives from all participating
regulatory authorities, would oversee the implementation of the multi-regulatory framework
and address any coordination challenges that may arise. This committee would meet regularly
to review market developments, assess regulatory effectiveness, and coordinate responses to

emerging risks or opportunities.

The framework includes dispute resolution mechanisms for addressing disagreements between
regulatory authorities regarding jurisdiction, enforcement actions, or policy interpretations.
These mechanisms ensure that regulatory coordination remains effective even when authorities

may have differing views on specific issues.

Technical working groups, comprising staff from different regulatory authorities with relevant
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expertise, would address specific technical issues and develop detailed implementation
guidelines for the multi-regulatory framework. These groups would focus on areas such as data

sharing standards, coordinated surveillance systems, and joint enforcement procedures.

C. International Regulatory Alignment and Best Practices

SEBI's multi-regulatory approach reflects international best practices and regulatory trends
in major digital asset markets worldwide. The framework aligns with approaches adopted
by jurisdictions such as the European Union's Markets in Crypto-Assets (MiCA) regulation,
the United Kingdom's phased regulatory approach, and various initiatives by the Financial

Action Task Force (FATF) for anti-money laundering oversight of virtual assets.

The international alignment of India's regulatory approach is strategically important for
several reasons. It facilitates cross-border cooperation and information sharing with
international regulatory counterparts, reduces barriers to entry for global digital asset service
providers operating in India, and ensures that Indian regulatory standards meet international

benchmarks for investor protection and market integrity.

SEBI's approach also incorporates lessons learned from regulatory experiences in other
jurisdictions, including both successful implementations and regulatory challenges
encountered by international counterparts. This comparative analysis helps avoid regulatory
mistakes and accelerates the development of effective oversight mechanisms for India's

digital asset market.

The international dimension of digital asset regulation also requires consideration of Foreign
Portfolio Investor (FPI) participation in digital asset markets. SEBI's FPI framework may need
adaptation to address crypto asset investments by foreign institutional investors, including
appropriate disclosure requirements, risk management standards, and cross-border information

sharing protocols.

International regulatory alignment also extends to technical standards, including data
formats, reporting requirements, and supervisory methodologies. Harmonisation of these
technical aspects facilitates information sharing and reduces compliance costs for

internationally active digital asset service providers.

The framework incorporates provisions for participation in international regulatory forums and

Page: 1708



Indian Journal of Integrated Research in Law Volume V Issue VI | ISSN: 2583-0538

standard-setting bodies, ensuring that India remains engaged in global developments in digital
asset regulation. This engagement enables India to influence international standards while

staying current with global regulatory trends and best practices.

D. Regulatory Arbitrage Prevention

A major challenge in multi-regulatory environments is preventing regulatory arbitrage,
where entities exploit gaps or inconsistencies between regulators. SEBI’s framework
addresses this by establishing jurisdictional clarity based on the functional attributes of

digital assets and related activities, reducing ambiguity and discouraging forum shopping.

To ensure cohesive oversight, SEBI promotes joint supervisory efforts among regulators,
assigns lead authorities to address emerging asset classes, and facilitates real-time
information sharing to detect arbitrage risks. The framework also harmonises core
standards—such as capital adequacy, risk controls, and operational resilience—across

jurisdictions, ensuring consistent regulation of digital asset activities.

V. DIGITAL ASSET CLASSIFICATION AND SECURITIES LAW APPLICATION

A. Utility Tokens versus Security Tokens

The classification of digital assets into distinct categories forms a cornerstone of SEBI's
regulatory approach, with particular emphasis on the distinction between utility tokens and
security tokens. This classification system enables targeted regulatory treatment based on
the economic substance and functional characteristics of different token types rather than

their technological form.

Utility tokens are designed to provide access to specific products or services within a
blockchain ecosystem, similar to prepaid vouchers or access credentials. These tokens typically
do not represent ownership interests in companies or entitlements to profits or dividends.
Examples include tokens used for accessing decentralised storage services, computational
resources, or platform-specific utilities. Under SEBI's framework, utility tokens that do not

exhibit investment contract characteristics would generally fall outside securities regulation.

Security tokens, by contrast, represent traditional securities such as equity shares, debt

instruments, or derivative contracts in tokenised form. These tokens typically provide
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holders with ownership rights, dividend entitlements, voting rights, or other characteristics
associated with traditional securities. Security tokens that meet the definition of securities
under the SCRA would be subject to SEBI's full regulatory framework, including

registration requirements, disclosure obligations, and market conduct rules.

The classification process requires careful analysis of each token's characteristics, including the
rights and obligations it creates, the economic expectations of token holders, and the manner
in which returns are generated or distributed. This functional approach ensures that
economically equivalent instruments receive consistent regulatory treatment regardless of their

technological implementation.

Hybrid tokens present particular classification challenges, as they may combine utility
features with investment characteristics. For example, a token might provide access to
platform services while also conferring profit-sharing rights or governance privileges. The
regulatory treatment of such hybrid tokens requires careful analysis of their predominant

characteristics and the reasonable expectations of token purchasers.

The classification framework also considers the evolution of token characteristics over time,
recognising that tokens may begin with utility features but develop investment
characteristics as platforms mature and generate revenue. This dynamic approach ensures

that regulatory treatment remains appropriate as token economics evolve.

The framework includes safe harbours for certain types of utility tokens that clearly provide
only access to goods or services without investment characteristics. These safe harbours
provide regulatory certainty for genuine utility token projects while maintaining appropriate

oversight of tokens with investment features.

B. Initial Coin Offerings and Securities Regulation

Initial Coin Offerings represent one of the most significant regulatory challenges in the
digital asset space, as they often combine elements of traditional securities offerings with
innovative technological features. SEBI's approach to ICO regulation focuses on whether
the tokens offered meet the definition of securities under existing Indian law, particularly

the criteria established in the SCRA.

The regulatory analysis of ICOs typically involves application of principles similar to those
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used for traditional securities offerings, including assessment of whether token purchases
constitute investment contracts with expectations of profit derived from the efforts of others.
ICOs that meet these criteria would be subject to SEBI's securities regulations, including

prospectus requirements, disclosure obligations, and ongoing compliance standards.

The challenge of regulating ICOs is compounded by their often decentralised and cross-
border nature, making traditional issuer identification and regulatory enforcement more
complex. SEBI's approach recognises these challenges and emphasises the importance of
regulating intermediaries and service providers who facilitate ICO activities, even when

direct regulation of issuers may be difficult.

SEBI has also highlighted the investor protection concerns associated with unregulated ICOs,
including the lack of disclosure requirements, absence of due diligence standards, and limited
recourse mechanisms for investors. The regulator's framework aims to address these concerns
by requiring appropriate disclosures, risk warnings, and investor protection mechanisms for

ICOs that fall within its jurisdiction.

The regulatory framework for ICOs includes provisions for different types of offerings,
recognising that ICO structures can vary significantly in their characteristics and investor
targeting. Private placement ICOs directed at sophisticated investors may be subject to

different requirements than public offerings targeting retail investors.

The framework also addresses ongoing obligations for ICO issuers, including periodic
reporting requirements, disclosure of material changes, and maintenance of appropriate books
and records. These obligations ensure that investors receive ongoing information about project

developments and performance.

Enforcement mechanisms for ICO regulation include the ability to investigate potential
violations, impose sanctions on non- compliant issuers, and coordinate with law enforcement

agencies for criminal prosecution in cases of fraud or other serious misconduct.

C. Tokenisation of Traditional Securities

The tokenisation of traditional securities represents a natural evolution of existing securities
markets, leveraging blockchain technology to enhance efficiency, liquidity, and accessibility

of conventional financial instruments. SEBI's approach to tokenised securities recognises that
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the underlying economic and legal characteristics of securities remain unchanged despite their

technological transformation.

Tokenised equity shares, debentures, and other securities would be subject to the same
regulatory requirements as their conventional counterparts, including listing requirements,
disclosure obligations, and market conduct rules. The technological form of these instruments
does not alter their fundamental nature as securities or diminish the need for appropriate

regulatory oversight.

The implementation of tokenised securities requires consideration of several practical
issues, including the legal recognition of blockchain-based ownership records, the role of
traditional intermediaries such as depositories and registrar and transfer agents, and the
integration of tokenised assets with existing market infrastructure. SEBI's experience with
DLT implementation in debt securities markets provides valuable insights for addressing

these challenges.

The regulator has also emphasised the importance of ensuring that tokenisation enhances rather
than undermines investor protection. This includes requirements for appropriate technology
audits, cybersecurity measures, and backup systems to prevent loss of investor assets due to

technological failures or security breaches.

The framework for tokenised securities includes provisions for corporate actions, such as
dividend payments, bonus issues, and rights offerings, ensuring that token holders receive the
same benefits as holders of conventional securities. Smart contracts may automate these

processes while maintaining appropriate oversight and audit trails.

The regulatory approach also addresses the secondary market trading of tokenised
securities, including requirements for registered exchanges, market maker activities, and
settlement procedures. The integration of tokenised securities trading with existing market
infrastructure ensures that appropriate surveillance and oversight mechanisms remain in

place.

D. Decentralised Finance (DeFi) and Regulatory Challenges

Decentralised Finance protocols present unique regulatory challenges due to their autonomous

operation through smart contracts without traditional intermediary structures. SEBI's approach
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to DeFi regulation focuses on identifying parties with effective control over protocols and
ensuring that activities functionally equivalent to traditional securities services receive

appropriate oversight.

Many DeFi protocols offer services that are functionally similar to traditional securities
activities, including lending, borrowing, trading, and asset management. The regulatory
framework seeks to ensure that these activities receive appropriate oversight regardless

of their technological implementation or decentralised structure.

The identification of responsible parties in DeFi protocols requires analysis of various
factors, including protocol development and maintenance, governance token distribution,
fee collection arrangements, and upgrade mechanisms. Parties with effective control over

protocols may be subject to regulatory requirements even if protocols operate autonomously.

The framework addresses liquidity provision and automated market making activities that
are common in DeFi protocols, ensuring that these functions receive appropriate oversight
when they involve securities or securities-like instruments. This includes requirements for

appropriate disclosures, risk management, and consumer protection measures.

Governance tokens used in DeFi protocols may themselves qualify as securities if they
confer voting rights, profit-sharing arrangements, or other investment characteristics. The
regulatory treatment of governance tokens depends on their specific features and the

reasonable expectations of token holders.

The framework also addresses yield farming and liquidity mining activities, where users
receive token rewards for providing liquidity or participating in protocol activities. These
arrangements may create investment contract relationships subject to securities regulation

depending on their structure and characteristics.

VI. INVESTOR PROTECTION IN DIGITAL ASSET MARKETS

A. Disclosure and Transparency Requirements

SEBI's approach to investor protection in digital asset markets emphasises robust disclosure
and transparency requirements as fundamental safeguards for market participants. The

regulator's existing disclosure framework provides a solid foundation for crypto asset
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regulation, with adaptations necessary to address the unique characteristics and risks associated

with digital assets.

For security tokens and other crypto assets that qualify as securities, issuers would be
required to provide comprehensive disclosures about the project, technology, team, business
model, and associated risks. These disclosures must address both traditional investment risks
and technology-specific risks such as smart contract vulnerabilities, key management issues,

and protocol upgrade risks.

The disclosure framework also addresses market manipulation and fraud concerns, which are
particularly acute in digital asset markets due to their relative novelty and limited regulatory
oversight. Issuers and service providers are required to implement adequate internal controls

and compliance systems to prevent market abuse and ensure the accuracy of disclosures.

Transparency requirements extend beyond initial disclosures to include ongoing reporting
obligations, similar to those applicable to listed companies. This ensures that investors receive
timely information about material developments, financial performance, and changes in project

fundamentals that may affect the value of their investments.

The framework includes specific requirements for disclosing technical risks associated with
blockchain technology, including smart contract bugs, network congestion, consensus
mechanism failures, and cybersecurity vulnerabilities. These technical disclosures help
investors understand and assess technology-specific risks that may not be present in

traditional investments.

Risk factor disclosures for digital assets must address the volatile nature of crypto asset prices,
regulatory uncertainty, technological risks, and market liquidity concerns. These risk
disclosures are particularly important given the speculative nature of many digital asset

investments and the potential for significant losses.

The framework also includes requirements for plain English summaries of complex technical
concepts, ensuring that retail investors can understand the essential features and risks of digital

asset investments without requiring technical expertise in blockchain technology.
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B. SCORES Platform and Grievance Redressal

The SEBI Complaint Redressal System (SCORES) provides a comprehensive framework for
addressing investor grievances in securities markets, with potential application to digital asset
markets as they develop under SEBI's oversight. The platform enables investors to lodge
complaints against regulated entities and track the progress of complaint resolution through a

centralised digital interface?.

For digital asset markets, the SCORES framework would encompass complaints against crypto
exchanges, custodians, investment advisers, and other regulated intermediaries. The platform's
two-level review system, involving initial resolution by the concerned entity and subsequent
review by designated bodies, ensures thorough consideration of investor complaints and

appropriate remedial actions.

The effectiveness of the SCORES platform in digital asset markets depends on the
establishment of appropriate designated bodies with expertise in crypto asset operations and
technology. These bodies would need to understand the technical complexities of digital asset

operations to provide effective oversight and complaint resolution services.

The platform also incorporates provisions for online dispute resolution, enabling efficient
and cost-effective resolution of disputes between investors and service providers. This is
particularly important for digital asset markets, where cross-border operations and

technological complexity may complicate traditional dispute resolution mechanisms.

The framework includes provisions for emergency complaint handling in cases involving
potential fraud, security breaches, or other urgent investor protection concerns. These
emergency procedures ensure that serious issues receive prompt attention and appropriate

remedial action.

The platform's data analytics capabilities enable SEBI to identify patterns in investor
complaints and emerging risks in digital asset markets. This intelligence helps inform

regulatory policy development and enforcement priorities.

Training programmes for designated bodies and complaint handlers ensure that personnel

3 https://www.complycube.com/en/cryptocurrency-regulation-in-india-in-2024/
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have appropriate knowledge and expertise to address digital asset-related complaints
effectively. These programmes cover both regulatory requirements and technical aspects of

blockchain technology and crypto asset operations.

C. Market Surveillance and Enforcement

SEBI's market surveillance capabilities provide essential protection against market
manipulation, insider trading, and other forms of market abuse in digital asset markets. The
regulator's surveillance systems monitor trading patterns, price movements, and volume

anomalies to identify potential misconduct and ensure market integrity.

The application of surveillance systems to digital asset markets requires adaptation to address
the unique characteristics of crypto trading, including 24/7 operations, cross-border trading
activities, and the use of pseudonymous addresses. SEBI's surveillance systems would need to
integrate data from multiple exchanges and trading platforms to provide comprehensive market

oversight.

Advanced analytics capabilities, including machine learning algorithms and artificial
intelligence systems, enable SEBI to identify complex manipulation patterns and suspicious
trading activities in digital asset markets. These technological tools are particularly important

given the high-frequency and algorithmic trading common in crypto markets.

The surveillance framework includes provisions for monitoring off-exchange trading activities,
including over-the-counter (OTC) transactions and peer-to-peer trading platforms. This
comprehensive coverage ensures that surveillance effectiveness is not undermined by

migration of activities to unmonitored venues.

Enforcement mechanisms for digital asset markets would leverage SEBI's existing powers,
including the ability to conduct investigations, impose penalties, and seek court orders for
asset recovery. The cross-border nature of many digital asset operations may require
enhanced cooperation with international regulatory counterparts and law enforcement

agencies.

The regulator's enforcement approach emphasises both deterrent and corrective functions,
ensuring that violations are appropriately penalised while providing opportunities for

compliance improvements. This balanced approach helps maintain market confidence while
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encouraging regulatory compliance among market participants.

Whistleblower protections and incentive programmes encourage reporting of regulatory
violations in digital asset markets. These programmes are particularly important given the
technical complexity of many potential violations and the need for insider knowledge to

detect sophisticated misconduct.

D. Investor Education and Awareness Initiatives

SEBI's investor education programmes have been expanded to address the unique risks and
characteristics of digital asset investments, recognising that many investors may lack
sufficient understanding of blockchain technology and crypto asset markets to make

informed investment decisions.

Educational initiatives include comprehensive guides to digital asset investing, covering
topics such as wallet security, private key management, blockchain technology basics, and
regulatory status of different types of crypto assets. These materials are designed to be

accessible to retail investors without technical backgrounds.

The education programme addresses common misconceptions about digital assets,
including beliefs about guaranteed returns, regulatory backing, and risk-free investment
opportunities. These clarifications help investors develop realistic expectations about crypto

asset investments and associated risks.

Risk awareness campaigns highlight specific dangers associated with digital asset
investments, including volatility, liquidity risks, regulatory changes, technological
vulnerabilities, and potential fraud. These campaigns use multiple communication channels

to reach diverse investor populations.

The framework includes requirements for regulated intermediaries to provide investor
education as part of their customer onboarding and ongoing service provision. This ensures that

investors receive relevant risk warnings and educational materials at key decision points.

Collaboration with industry associations, consumer protection organisations, and educational
institutions helps expand the reach and effectiveness of investor education initiatives. These

partnerships leverage different organisations' expertise and communication channels to
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maximise educational impact.

Regular assessment of investor education programme effectiveness, including surveys and
feedback mechanisms, enables continuous improvement and adaptation to emerging risks

and market developments.

VII. TECHNOLOGICAL INFRASTRUCTURE AND REGULATORY
INNOVATION

A. Blockchain Technology Integration

SEBI's practical experience with blockchain implementation in securities markets positions the
regulator as a global leader in regulatory technology adoption. The successful deployment of
DLT for security and covenant monitoring in debt securities markets demonstrates the
regulator's technological capability and commitment to leveraging innovation for regulatory

effectiveness.

The blockchain-based security monitoring system provides several advantages over
traditional approaches, including immutable record-keeping, real-time data sharing among
stakeholders, and enhanced transparency in security creation and monitoring processes.
These benefits extend beyond regulatory compliance to include improved operational

efficiency and reduced costs for market participants.

The technical architecture of SEBI's DLT system incorporates several important design
principles, including data privacy protection, scalability for large transaction volumes, and
interoperability with existing market infrastructure. These design considerations provide

valuable insights for future applications of blockchain technology in digital asset regulation.

The regulator's blockchain implementation also addresses important governance and oversight
issues, including system administration, access controls, and dispute resolution mechanisms.
These governance frameworks ensure that the benefits of decentralised technology are realised

while maintaining appropriate regulatory oversight and accountability.

The success of SEBI's DLT implementation has attracted international attention and has been
studied by regulatory authorities worldwide as a model for blockchain adoption in securities

markets. This international recognition demonstrates the effectiveness of SEBI's approach and
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contributes to India's reputation as a leader in regulatory technology innovation.

The system's data analytics capabilities enable real-time monitoring of covenant
compliance, early warning systems for potential defaults, and comprehensive audit trails
for regulatory oversight. These capabilities demonstrate how blockchain technology can

enhance regulatory supervision while reducing compliance costs for market participants.

Future enhancements to SEBI's DLT system may include integration with other blockchain
networks, support for smart contracts, and expanded functionality for different types of
securities. These developments would further strengthen the system's capabilities and extend

its benefits to broader segments of the securities market.

B. Smart Contract Regulation and Oversight

Smart contracts represent a fundamental component of many digital asset systems, automating
the execution of contractual terms and conditions without human intervention. SEBI's approach
to smart contract oversight recognises both the potential benefits and risks associated with these

automated systems.

The regulatory framework for smart contracts emphasises the importance of code audits,
security testing, and ongoing monitoring to prevent technical vulnerabilities that could result
in investor losses. Service providers utilising smart contracts would be required to implement
appropriate risk management systems and maintain adequate insurance coverage for potential

technical failures.

Smart contract governance mechanisms, including upgrade procedures and emergency
response protocols, represent critical components of the regulatory framework. These
mechanisms ensure that smart contracts can be modified or terminated if necessary to

protect investor interests or address security vulnerabilities.

The regulator also emphasises the importance of making smart contract code accessible and
understandable to investors and market participants. This may require standardised
documentation, plain-language explanations of contract functionality, and independent audit

reports on contract security and functionality.

The framework addresses liability issues associated with smart contract failures, ensuring that
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appropriate parties remain responsible for contract performance even when execution is
automated. This includes requirements for adequate insurance coverage and reserve funds to

address potential technical failures.

Regulatory oversight of smart contracts includes requirements for version control systems,
change management procedures, and audit trails for contract modifications. These requirements
ensure that regulators can track contract evolution and assess the impact of changes on investor

protection and market integrity.

The framework also addresses interoperability issues, ensuring that smart contracts can
integrate effectively with existing legal and regulatory frameworks. This includes requirements
for compliance monitoring systems and regulatory reporting capabilities built into contract

architecture.
C. Cybersecurity and Operational Risk Management

Cybersecurity represents a paramount concern in digital asset markets due to the irreversible
nature of blockchain transactions and the significant value stored in digital wallets and
exchanges. SEBI's cybersecurity framework for digital assets builds on the regulator's existing
Cybersecurity and Cyber Resilience Framework for regulated entities, with enhancements

specific to crypto asset operations®*.

The cybersecurity requirements encompass several critical areas, including secure key
management systems, multi-signature controls for large transactions, cold storage
requirements for customer funds, and incident response procedures. These requirements
ensure that regulated entities implement appropriate safeguards to protect customer assets

from theft, loss, or unauthorised access.

Operational risk management extends beyond cybersecurity to include business continuity
planning, disaster recovery procedures, and contingency arrangements for market
disruptions. These requirements ensure that digital asset service providers can maintain
operations during adverse conditions and protect customer interests during operational

disruptions.

4 https://ijsra.net/sites/default/files/[ISRA-2024-2383.pdf
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The regulatory framework also addresses third-party risk management, recognising that many
digital asset operations depend on external technology providers, cloud services, and other
vendors. Regulated entities must implement appropriate due diligence and ongoing monitoring
procedures for third-party relationships to ensure that outsourced activities meet regulatory

standards.

Incident reporting requirements ensure that SEBI receives timely notification of cybersecurity
breaches, operational failures, or other events that may impact investor protection or market
integrity. These reports enable the regulator to assess systemic risks and coordinate appropriate

responses to emerging threats.

The framework includes requirements for regular penetration testing, vulnerability
assessments, and security audits to ensure that cybersecurity measures remain effective
against evolving threats. These assessments must be conducted by qualified independent

parties and results must be reported to SEBI.

Insurance requirements for digital asset service providers include coverage for
cybersecurity breaches, custody losses, and operational failures. These insurance
arrangements provide additional protection for investors while creating market incentives

for maintaining appropriate security standards.

D. Data Management and Privacy Protection

The management of personal and transaction data in digital asset markets requires careful
attention to privacy protection while ensuring appropriate regulatory oversight and compliance
monitoring. SEBI's framework addresses these competing requirements through a

comprehensive approach to data governance and protection.

Data minimisation principles require that regulated entities collect and maintain only data that
is necessary for regulatory compliance and business operations. This approach reduces privacy
risks while ensuring that essential information remains available for oversight and enforcement

purposes.

The framework includes requirements for data encryption, access controls, and audit trails to
ensure that sensitive information is protected from unauthorised access or misuse. These

technical safeguards are particularly important given the valuable nature of financial and
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personal data in digital asset operations.

Data retention and disposal requirements ensure that personal and transaction data is maintained
only for as long as necessary for regulatory compliance and business purposes. These
requirements help minimise privacy risks while ensuring that essential information remains

available for regulatory oversight and enforcement.

Cross-border data transfer restrictions may apply to digital asset operations that involve
multiple jurisdictions, particularly where international regulatory cooperation or enforcement
activities are concerned. The framework provides guidance on appropriate data sharing

procedures while respecting privacy rights and regulatory requirements.

The framework addresses the rights of data subjects, including rights to access, correct, or
delete personal information held by digital asset service providers. These rights must be

balanced against regulatory requirements for record-keeping and compliance monitoring.

Data breach notification requirements ensure that both regulators and affected individuals
receive timely notification of security incidents that may compromise personal or financial
information. These notifications enable appropriate responses to minimise harm and prevent

further breaches.
VIII. REAL ESTATE TOKENISATION AND ALTERNATIVE INVESTMENTS
A. SEBI's Framework for Real Estate Investment Trusts (REITs) and Tokenisation

SEBI's approach to real estate tokenisation represents one of the most advanced regulatory
developments in digital asset markets, building on the existing framework for Real Estate
Investment Trusts (REITs) to accommodate blockchain-based fractional ownership models. In
2024, SEBI amended the REIT regulations to formally support tokenised asset structures,

enabling greater liquidity and retail participation in real estate investments®.

The tokenisation framework allows for the creation of digital tokens representing fractional
ownership in real estate assets through blockchain-enabled Special Purpose Vehicles (SPVs).

This structure provides several advantages over traditional real estate investment models,

5 https://www.globallegalinsights.com/practice-areas/blockchain-cryptocurrency-laws-and-regulations/india/
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including lower minimum investment amounts, enhanced liquidity through secondary market

trading, and automated distribution of rental income through smart contracts.

SEBI's consultation paper on the regulatory framework for Micro, Small and Medium
REITs (MSM REITs) specifically addresses tokenisation possibilities, recognising the
potential for blockchain technology to democratise real estate investment and increase
market participation. The framework establishes clear guidelines for token issuance,
secondary trading, and investor protection measures specific to tokenised real estate

investments.

The regulatory approach emphasises substance over form, ensuring that tokenised real
estate investments receive appropriate regulatory treatment based on their economic
characteristics rather than their technological implementation. This principle-based
approach enables innovation while maintaining essential investor protections and market

integrity standards.

The framework addresses several practical issues associated with real estate tokenisation,
including property valuation methodologies, due diligence requirements, and ongoing
asset management standards. These requirements ensure that tokenised real estate

investments maintain appropriate quality and transparency standards.

Legal structure requirements for tokenised real estate investments include appropriate
documentation for SPV formation, token terms and conditions, and investor rights and
obligations. These legal structures must comply with existing property laws while

accommodating the technological features of blockchain-based ownership records.

The framework also addresses tax considerations for tokenised real estate investments,
including treatment of rental income distributions, capital gains from token sales, and

depreciation allowances for underlying properties.

B. Fractional Ownership and Market Democratisation

Tokenisation of real estate enables fractional ownership, allowing retail investors to access
property markets with minimal capital. SEBI’s framework supports this by regulating
ownership rights, income distribution via smart contracts, and streamlined exit procedures. It

also enhances liquidity through secondary market trading of real estate tokens, improving
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transparency and price discovery compared to traditional property transfers.

To safeguard investors, SEBI mandates risk disclosures, suitability checks, and performance
updates. It addresses concentration risks through diversification norms and investment caps,
and enforces governance standards like voting rights and conflict management. Asset managers
and service providers are regulated for qualifications, performance, and fee transparency,

ensuring professional oversight and cost efficiency.

C. Alternative Investment Funds and Crypto Asset Exposure

SEBI’s current framework prohibits alternative investment funds (AIFs) and mutual funds
from direct exposure to crypto assets, limiting options for sophisticated investors and enabling
regulatory arbitrage by unregulated vehicles. This cautious stance reflects concerns over
volatility and legal uncertainty but may require reassessment as digital asset markets evolve
and mature regulatory models emerge. To enable regulated exposure, SEBI could consider
specialised crypto funds, derivatives, or structured products with robust risk controls. These
vehicles would offer professional management, institutional access, and investor safeguards.
AlFs engaging with crypto assets would need stringent norms for custody, valuation, liquidity,
investor suitability, and regulatory reporting to ensure transparency, mitigate systemic risk, and

uphold market integrity.

D. Infrastructure Investment Trusts (InvITs) and Digital Asset Applications

Tokenisation of infrastructure assets through InvITs offers a promising avenue to broaden
investor participation and enhance liquidity in traditionally illiquid infrastructure projects. By
enabling fractional ownership and automating cash flow distribution, blockchain-based InvITs
could lower entry barriers for retail investors while mobilising capital for infrastructure
development. SEBI’s existing framework could be adapted to support such innovation without

compromising investor safeguards.

However, tokenised infrastructure investments require robust regulatory oversight, including
due diligence, performance monitoring, and risk management tailored to both infrastructure
and digital asset risks. The framework must account for the long-term nature of these assets,
addressing issues like technological obsolescence and evolving investor needs. Public policy

must also ensure that retail participation aligns with development goals and does not expose
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unsophisticated investors to undue risk.

IX. INTERNATIONAL COOPERATION AND CROSS-BORDER REGULATORY
COORDINATION

A. FATF Guidelines and Anti-Money Laundering Compliance

The Financial Action Task Force (FATF) guidelines for virtual assets provide an
international framework for anti-money laundering (AML) and combating the financing of
terrorism (CFT) in digital asset markets. SEBI's approach to digital asset regulation
incorporates these international standards, ensuring that India's regulatory framework meets

global benchmarks for financial crime prevention.

The FATF travel rule requires virtual asset service providers to collect and transmit customer
information for transactions above specified thresholds, similar to requirements for
traditional wire transfers. Implementation of this requirement in India involves coordination
between SEBI, the Financial Intelligence Unit-India (FIU-IND), and other regulatory

authorities to ensure comprehensive coverage and effective enforcement.

Compliance with FATF guidelines also requires implementation of risk-based approaches to
customer due diligence, ongoing monitoring of customer activities, and reporting of suspicious
transactions. These requirements apply to all regulated entities in the digital asset ecosystem,

including exchanges, custodians, and other service providers.

The international dimension of FATF compliance requires effective information sharing
and cooperation with foreign regulatory counterparts and law enforcement agencies. This
cooperation is essential for combating cross-border money laundering and terrorist

financing activities that may involve digital assets.

SEBI's implementation of FATF guidelines includes requirements for enhanced due diligence
for high-risk customers, politically exposed persons, and transactions involving high-risk
jurisdictions. These enhanced measures help prevent the misuse of digital asset services for

illicit purposes.

The framework also addresses new payment methods and technologies that may be used to

circumvent AML/CFT controls, including privacy coins, mixing services, and decentralised
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exchanges. Regulated entities must implement appropriate controls to prevent facilitating

transactions through these potentially high-risk channels.

Training requirements for staff of regulated entities ensure that personnel have appropriate
knowledge and expertise to identify and report suspicious activities in digital asset markets.
These training programmes are regularly updated to address emerging money laundering and

terrorist financing techniques.

B. Foreign Portfolio Investor Participation

The participation of Foreign Portfolio Investors (FPIs) in digital asset markets raises
several regulatory considerations, including classification of crypto assets under FPI
investment guidelines, disclosure and reporting requirements, and coordination with the

Foreign Exchange Management Act (FEMA) framework.

SEBI's existing FPI framework may require adaptation to address crypto asset
investments, particularly regarding concentration limits, reporting requirements, and risk
management standards. The decentralised and global nature of many crypto assets may

complicate traditional FPI monitoring and compliance procedures.

Cross-border regulatory coordination becomes particularly important for FPI
participation in digital asset markets, as regulatory differences between jurisdictions may
create compliance challenges or regulatory arbitrage opportunities. SEBI's approach
emphasises alignment with international standards while maintaining appropriate

domestic regulatory oversight.

The treatment of digital assets under FEMA regulations also requires clarification,
particularly regarding the classification of different token types and the application of foreign
exchange controls to cross-border crypto asset transactions. This coordination between SEBI
and the Reserve Bank of India ensures consistent regulatory treatment across different

aspects of FPI digital asset activities.

FPI registration requirements may need modification to address crypto asset investments,
including enhanced disclosure of investment strategies, risk management procedures, and
compliance capabilities specific to digital assets. These modifications would ensure that FPI

regulations remain effective for digital asset markets.
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The framework for FPI crypto asset investments would also need to address custody
arrangements, ensuring that appropriate standards apply to the safekeeping of digital assets
on behalf of foreign investors. This includes requirements for segregation of client assets,

insurance coverage, and operational risk management.

Reporting requirements for FPI crypto asset investments would need to provide Indian
authorities with appropriate information for monitoring capital flows and potential systemic
risks. These reports would include portfolio composition, transaction details, and risk metrics

specific to crypto asset exposures.

C. Regulatory Cooperation and Information Sharing

International regulatory cooperation represents a critical component of effective digital asset
oversight, given the borderless nature of blockchain networks and the ease with which
activities can migrate between jurisdictions. SEBI participates in various international

forums and cooperative arrangements to enhance cross-border regulatory coordination.

The International Organization of Securities Commissions (IOSCO) provides a platform for
securities regulators to coordinate approaches to digital asset regulation and share information
about regulatory developments and enforcement actions. SEBI's participation in I0SCO
working groups on crypto assets contributes to the development of international regulatory

standards and best practices.

Bilateral cooperation agreements with foreign regulatory counterparts enable information
sharing and coordinated enforcement actions in cases involving cross-border misconduct or
regulatory violations. These agreements are particularly important for addressing

sophisticated financial crimes that may involve digital assets and multiple jurisdictions.

The development of technical standards for information sharing and regulatory cooperation
helps ensure that cross-border coordination remains effective as digital asset markets continue
to evolve. These standards address data protection requirements, information security

protocols, and procedures for coordinated regulatory actions.

SEBI's participation in international regulatory sandboxes and cross-border testing
programmes enables the regulator to gain experience with international coordination

mechanisms while testing innovative regulatory approaches. These programmes provide
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valuable insights for developing effective cross-border oversight mechanisms.

The framework for international cooperation also addresses emergency response procedures
for significant market events or systemic risks that may affect multiple jurisdictions. These
procedures ensure that appropriate coordination mechanisms are in place to address crisis

situations effectively.

Capacity building programmes with international partners help ensure that regulatory
authorities maintain current expertise in digital asset markets and regulatory techniques. These

programmes include staff exchanges, joint training initiatives, and technical assistance projects.

D. Cross-Border Enforcement and Legal Assistance

The cross-border nature of many digital asset activities requires enhanced mechanisms for
international enforcement cooperation and legal assistance. SEBI's framework for cross-border
enforcement addresses the practical challenges of investigating and prosecuting violations that

may span multiple jurisdictions.

Mutual legal assistance treaties and regulatory cooperation agreements provide the legal
foundation for cross-border information sharing and coordinated enforcement actions. These
agreements enable SEBI to obtain evidence and intelligence from foreign jurisdictions while

providing reciprocal assistance to international partners.

The framework addresses jurisdictional challenges that may arise when digital asset activities
involve multiple countries or when violators attempt to evade enforcement by moving
operations across borders. Clear jurisdictional principles help ensure that enforcement actions

remain effective despite the global nature of digital asset markets.

Asset recovery procedures for cross-border cases require coordination with foreign
authorities and may involve complex legal procedures in multiple jurisdictions. The
framework provides guidance for managing these procedures while ensuring that recovered

assets are appropriately distributed to harmed investors.

The use of technology in cross-border enforcement, including blockchain analysis tools and
data sharing platforms, enables more effective investigation and prosecution of digital asset

violations. These technological tools help overcome some of the practical challenges
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associated with cross-border enforcement activities.

Training programmes for enforcement staff ensure that personnel have appropriate skills and
knowledge for conducting cross-border investigations and coordinating with foreign
counterparts. These programmes address both legal and technical aspects of international

enforcement cooperation.

The framework also addresses diplomatic and policy coordination requirements for
significant cross-border enforcement actions, ensuring that appropriate government agencies

are involved in cases that may have broader policy implications.

X. CHALLENGES AND FUTURE REGULATORY DEVELOPMENTS

A. Technological Evolution and Regulatory Adaptation

The rapid pace of technological change in digital asset markets presents ongoing challenges
for regulatory frameworks, requiring continuous adaptation and refinement of oversight
approaches. Emerging technologies such as decentralised autonomous organisations
(DAOs), non-fungible tokens (NFTs), and layer-2 scaling solutions create new regulatory

considerations that may not be adequately addressed by existing frameworks.

SEBI's approach to technological evolution emphasises principle-based regulation that can
adapt to new technologies while maintaining core investor protection and market integrity
objectives. This approach reduces the risk of regulatory obsolescence while providing market

participants with sufficient guidance for compliance with regulatory expectations.

The regulator's ongoing engagement with technology developments through the CFRT and
other mechanisms ensures that regulatory frameworks remain current with market
developments. Regular consultation with industry participants, technology experts, and
international regulatory counterparts helps identify emerging challenges and potential

regulatory solutions.

The challenge of regulating decentralised systems presents particular difficulties for
traditional regulatory approaches, which typically rely on identifiable entities and clear
jurisdictional boundaries. SEBI's response to these challenges emphasises regulation of

intermediaries and service providers while exploring new approaches for addressing
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decentralised systems.

Artificial intelligence and machine learning applications in digital asset markets create new
opportunities for market manipulation, algorithmic trading irregularities, and systemic risks.
The regulatory framework must evolve to address these technological developments while

harnessing their benefits for market efficiency and regulatory oversight.

Quantum computing developments may eventually threaten the cryptographic security
underlying blockchain networks, requiring regulatory attention to ensure that digital asset
systems remain secure and reliable. The framework includes provisions for monitoring

technological developments and requiring appropriate upgrades to maintain security standards.

The integration of digital assets with traditional financial systems creates new systemic risk
considerations that require ongoing regulatory attention. SEBI's approach includes monitoring
these integration risks and coordinating with other regulators to ensure appropriate risk

management measures.

B. Market Development and Infrastructure Requirements

The development of robust digital asset markets requires appropriate infrastructure, including
trading platforms, custody services, clearing and settlement systems, and market data
providers. SEBI's role in fostering market development includes establishing standards for
market infrastructure and ensuring that essential services meet appropriate quality and

reliability standards.

The integration of digital asset markets with existing securities market infrastructure presents
both opportunities and challenges. Successful integration could enhance efficiency and reduce
costs for market participants, while poor integration could create operational risks and

undermine market confidence.

SEBI's experience with DLT implementation provides valuable insights for digital asset market
infrastructure development, including lessons about technology selection, governance
arrangements, and stakeholder coordination. These experiences can inform the development of

broader digital asset market infrastructure.

The regulator's approach to market development also considers international
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competitiveness, ensuring that India's digital asset markets can attract global participants
while maintaining appropriate regulatory standards. This balance between competitiveness

and regulatory oversight represents a key challenge for future market development.

Central bank digital currency (CBDC) developments may significantly impact digital asset
markets, potentially providing government-backed alternatives to private cryptocurrencies
while creating new regulatory considerations. SEBI's framework must remain adaptable to

accommodate CBDC integration with existing digital asset markets.

Market infrastructure development also requires consideration of environmental
sustainability concerns, particularly given the energy consumption associated with some
blockchain networks. The regulatory framework may need to incorporate environmental

considerations into infrastructure standards and requirements.

The development of derivatives markets for digital assets presents additional infrastructure
and regulatory challenges, including appropriate risk management systems, margining
requirements, and settlement procedures. These developments would extend SEBI's

oversight to new areas of digital asset market activity.

C. Coordination with Other Regulatory Authorities

The multi-regulatory nature of digital asset oversight requires ongoing coordination among
SEBI, the Reserve Bank of India, the Ministry of Finance, and other regulatory authorities. This
coordination becomes increasingly important as digital asset markets develop and the

interactions between different regulatory jurisdictions become more complex.

Effective coordination mechanisms must address potential regulatory conflicts, ensure
consistent treatment of similar activities across different regulatory jurisdictions, and prevent
regulatory arbitrage that could undermine oversight effectiveness. SEBI's proposed multi-

regulatory framework provides a foundation for these coordination efforts.

The development of shared regulatory infrastructure, including common data standards,
coordinated surveillance systems, and joint enforcement capabilities, could enhance the
effectiveness of multi-regulatory oversight while reducing compliance burdens for market

participants.
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Future regulatory developments may require formal coordination mechanisms, including inter-
regulatory agreements, shared enforcement procedures, and coordinated policy development
processes. These mechanisms would ensure that India's approach to digital asset regulation

remains coherent and effective as markets continue to evolve.

The coordination framework must also address potential conflicts between different regulatory
objectives, such as financial stability concerns versus market development goals, or consumer
protection requirements versus innovation promotion. Clear procedures for resolving such

conflicts are essential for effective multi-regulatory oversight.

International coordination requirements add another layer of complexity to domestic inter-
regulatory coordination, as different Indian regulators may need to engage with different
international counterparts on related issues. The framework must ensure that international

coordination remains consistent with domestic regulatory coordination.

The development of joint regulatory capabilities, including shared expertise, common training
programmes, and coordinated research initiatives, could enhance the effectiveness of multi-
regulatory oversight while promoting consistency in regulatory approaches across different

authorities.

D. Systemic Risk Assessment and Management

The growth of digital asset markets raises important questions about systemic risk and the
potential impact of digital asset market disruptions on broader financial stability. SEBI's
approach to systemic risk assessment must consider both direct exposures to digital assets and

indirect effects through interconnections with traditional financial markets.

The assessment of systemic risk in digital asset markets requires new methodologies and data
sources, as traditional risk assessment approaches may not adequately capture the unique
characteristics of crypto asset markets. This includes considerations of market concentration,

interconnectedness, and the potential for rapid contagion effects.

Stress testing frameworks for digital asset markets must address specific risk factors such as
extreme price volatility, liquidity shortfalls, technological failures, and regulatory changes.
These frameworks help regulators assess the resilience of individual institutions and the

broader market to adverse scenarios.
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The coordination of systemic risk assessment across multiple regulatory authorities is essential
given the multi-jurisdictional nature of digital asset oversight. This coordination ensures that
systemic risk assessments consider all relevant aspects of digital asset markets and their

interactions with traditional financial systems.

International coordination of systemic risk assessment is also important given the global nature
of digital asset markets and the potential for cross-border contagion effects. SEBI's
participation in international forums for systemic risk assessment helps ensure that global

developments are appropriately considered in domestic risk assessments.

The development of early warning systems for digital asset market stress could help regulators
identify and respond to emerging systemic risks before they become critical. These systems
would incorporate both quantitative metrics and qualitative intelligence from market

participants and international partners.

Crisis management frameworks for digital asset markets must address the unique challenges
associated with blockchain-based systems, including the irreversibility of transactions and the
potential difficulty of coordinating responses across decentralised networks. These frameworks
require careful consideration of available policy tools and their effectiveness in digital asset

contexts.

XI. CONCLUSION

SEBI's approach to digital asset and crypto securities regulation represents a balanced and
pragmatic response to one of the most significant regulatory challenges of the modern financial
era. The regulator's evolution from cautious observer to active participant in digital asset
oversight reflects a deep understanding of both the opportunities and risks presented by

blockchain technology and digital assets.

The multi-regulatory framework proposed by SEBI acknowledges the complex and
multifaceted nature of digital assets, recognising that effective oversight requires coordination
among multiple regulatory authorities based on their core competencies and mandates. This
approach avoids the pitfalls of either excessive fragmentation or inappropriate regulatory

concentration while ensuring comprehensive coverage of the digital asset ecosystem.

SEBI's practical experience with distributed ledger technology implementation demonstrates
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the regulator's technological capability and willingness to embrace innovation for regulatory
effectiveness. The successful deployment of blockchain technology for security and covenant
monitoring in debt securities markets provides valuable insights and confidence for future

digital asset regulatory applications.

The emphasis on investor protection throughout SEBI's approach ensures that the benefits of
digital asset innovation are realised without compromising fundamental safeguards for market
participants. The application of existing investor protection principles to digital asset markets,
with appropriate adaptations for technological characteristics, maintains consistency with

established regulatory approaches while addressing novel risks and challenges.

The international dimension of SEBI's approach, including alignment with FATF guidelines,
participation in IOSCO initiatives, and coordination with foreign regulatory counterparts,
positions India's digital asset regulatory framework within the global regulatory architecture.
This alignment facilitates cross-border cooperation and reduces barriers to international

participation in India's digital asset markets.

Looking forward, SEBI's regulatory framework for digital assets will continue to evolve in
response to technological developments, market growth, and regulatory experience. The
principle-based approach adopted by the regulator provides flexibility for adaptation while
maintaining core regulatory objectives of investor protection, market integrity, and systemic

stability.

The success of SEBI's approach will ultimately be measured by its ability to foster innovation
and market development while maintaining appropriate safeguards for investors and market
participants. Early indications suggest that the regulator's balanced and pragmatic approach
provides a solid foundation for achieving these objectives as India's digital asset markets

continue to mature and develop.

The regulatory framework established by SEBI represents not merely a response to current
market conditions but a foundation for future financial market development in the digital age.
As blockchain technology and digital assets become increasingly integrated into mainstream
financial markets, SEBI's pioneering approach to digital asset regulation will serve as a

valuable model for regulatory authorities worldwide.

Page: 1734



Indian Journal of Integrated Research in Law Volume V Issue VI | ISSN: 2583-0538

The challenges ahead remain significant, including the need to address rapidly evolving
technologies, coordinate effectively with multiple domestic and international regulatory
authorities, and balance innovation promotion with appropriate risk management. However,
SEBI's demonstrated commitment to adaptive, principle-based regulation provides confidence

that these challenges can be addressed effectively.

The regulator's emphasis on stakeholder engagement, international cooperation, and continuous
learning positions it well to respond to future developments in digital asset markets. This
collaborative approach ensures that regulatory frameworks remain practical, effective, and
aligned with market realities while maintaining essential protections for investors and market

integrity.

As India's digital asset markets continue to develop, SEBI's regulatory framework will
undoubtedly require further refinement and adaptation. However, the solid foundation
established through the regulator's thoughtful and comprehensive approach to digital asset
regulation provides a strong basis for navigating future challenges and opportunities in this

dynamic and rapidly evolving market segment.

The broader implications of SEBI's approach extend beyond digital asset regulation to
encompass the regulator's overall approach to financial innovation and technological change.
The lessons learned from digital asset regulation will inform SEBI's responses to other
emerging technologies and financial innovations, contributing to the development of a

comprehensive regulatory framework for the digital financial ecosystem.
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