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ABSTRACT

The exponential rise in cyber threats such as ransomware, phishing, Al-
driven intrusions, and large-scale data breaches has transformed the digital
ecosystem into a space of heightened vulnerability, exposing businesses,
governments, and individuals to significant financial, operational, and
reputational risks. In this environment, cyber insurance has emerged as a
pivotal tool for risk transfer, offering coverage against financial and
reputational losses arising from cyber incidents. While advanced
jurisdictions such as the United States and European Union have steadily
integrated cyber insurance into their broader risk management and regulatory
regimes, India remains at a nascent stage. The Indian legal framework
anchored in the Information Technology Act, 2000 and the Digital Personal
Data Protection Act, 2023 provides fragmented liability principles, leaving
ambiguity regarding the allocation of responsibilities between insurers,
insured entities, and third parties affected by data breaches. This article
critically examines the evolving regime of cyber insurance in India, with a
particular focus on liability distribution. It highlights the challenges in
underwriting cyber risks, the gaps in regulatory oversight by the Insurance
Regulatory and Development Authority of India (IRDAI), and the limitations
posed by existing exclusions in insurance contracts. Through comparative
analysis with global practices, the study underscores the pressing need for
statutory clarity, standardized contract frameworks, mandatory compliance
audits, and enhanced consumer protection measures. By situating cyber
insurance at the intersection of technology, law, and commerce, the article
argues that India’s next frontier lies in constructing a liability regime that is
both rights-sensitive and innovation-friendly. A coherent model of liability
distribution will not only strengthen systemic safeguards and reduce
regulatory arbitrage but also foster trust in India’s digital economy, enabling
the country to emerge as a leading jurisdiction in global cyber risk
governance.
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I. INTRODUCTION
Background

The digital transformation of the Indian economy has brought unprecedented opportunities for
innovation, commerce, and governance, but it has also created new forms of vulnerability. India
ranks among the top countries targeted by cyberattacks, with incidents of ransomware,
phishing, and large-scale data breaches steadily increasing year after year.! Cyberattacks
against financial institutions, health systems, and critical infrastructure highlight the systemic
risks inherent in the digital economy.? To address these risks, cyber insurance has emerged
globally as a tool for transferring financial liability from victims of cyber incidents to insurers,
thereby promoting resilience and risk-sharing.? In India, however, cyber insurance is still at a

nascent stage, characterized by low penetration, limited awareness, and significant regulatory

gaps.
Problem Statement

Despite the growing threat concerns, India lacks a clear framework for liability distribution in
the event of cyber incidents. Current laws, including the Information Technology Act, 2000
and the Digital Personal Data Protection Act, 2023, impose certain duties on data fiduciaries
and intermediaries but do not explicitly address how liability should be allocated between
insurers, insured entities, and third parties affected by breaches.* Insurance contracts in India
often contain broad exclusions, such as those for state-sponsored attacks, insider threats, or
inadequate cybersecurity measures, which limit effective coverage.’ This legal and contractual
ambiguity discourages businesses from adopting cyber insurance, leaving critical gaps in risk

management.

Research Questions
This article is guided by the following research questions:

1. How is liability currently distributed among insurers, insured entities, and third parties

U CERT-In, Annual Report 2022-23 (2023).

2 Reserve Bank of India, Report on Trend and Progress of Banking in India 2021-22 (2022).

% Sasha Romanosky et al., Content Analysis of Cyber Insurance Policies: How Do Carriers Write Policies and
Price Cyber Risk?, 7 J.L. & Cybersecurity 1,34 (2019).

4 Information Technology Act, No. 21 of 2000, § 43A, § 79 (India).

S IRDAI, Exposure Draft on Cyber Insurance Guidelines (2021).
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in India’s cyber insurance ecosystem?

2. What lessons can India draw from comparative jurisdictions in structuring liability

distribution frameworks?

3. What reforms are necessary to ensure that cyber insurance in India balances

technological innovation with consumer protection and constitutional rights?
Purpose

The purpose of this study is to critically examine the legal and regulatory challenges
surrounding cyber insurance in India, with a focus on liability distribution. The paper aims to
propose a set of policy and legal recommendations that will enhance the effectiveness of cyber
insurance as a risk management tool, while safeguarding the interests of businesses, consumers,

and minority stakeholders in the digital economy.
Methodology

This research employs a doctrinal and comparative methodology. Primary sources such as
statutes, regulations, and judicial decisions are analyzed alongside secondary sources,
including scholarly commentary, reports from international organizations, and policy papers.
Comparative perspectives from the United States, the European Union, and other jurisdictions

are integrated to assess best practices and extract lessons for India.
Significance of Study

This study makes three key contributions. First, it fills a scholarly gap by systematically
analyzing liability distribution in the context of cyber insurance in India, an area where
academic engagement has been limited. Second, by drawing comparative insights, it situates
India’s challenges within a global framework and highlights feasible solutions. Third, it
contributes to policy discourse by offering actionable recommendations to regulators such as
the Insurance Regulatory and Development Authority of India (IRDAI), thereby supporting the
development of a robust cyber insurance market aligned with constitutional and human rights

rinciples.® In doing so, the research underscores that India’s “next frontier” in cyber
p p g y

¢ Organisation for Economic Co-operation and Development (OECD), Enhancing the Role of Insurance in
Cyber Risk Management (2017).
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governance lies in integrating risk management tools like cyber insurance into its broader

regulatory ecosystem.

I1. CYBER RISKS AND INSURANCE: GLOBAL AND INDIAN
PERSPECTIVES

A. Understanding Cyber Risks and the Role of Insurance

Cyber risks refer to financial, operational, and reputational harms arising from unauthorized
access, disruption, or exploitation of digital systems and data.” These risks include ransomware
attacks, phishing, distributed denial-of-service (DDoS) incidents, insider threats, and large-
scale data breaches.® The complexity of cyberattacks, often transnational in nature, makes it
difficult for businesses and governments to anticipate or contain their impacts. Cyber insurance
has therefore emerged as a contractual risk-transfer mechanism, wherein insurers indemnify

the insured for losses or liabilities arising from cyber incidents.’

Globally, cyber insurance policies typically cover first-party losses (such as business
interruption, forensic costs, and data restoration) and third-party liabilities (such as
compensation for affected customers, regulatory fines, and litigation costs).!® However,
exclusions, particularly for state-sponsored cyberattacks or gross negligence, remain

contentious and complicate the scope of liability distribution.
B. Global Trends in Cyber Insurance

The United States is widely recognized as the most developed market for cyber insurance,
driven by stringent data breach notification laws at the state level and the high frequency of
litigation following cyber incidents.!! Landmark breaches, such as those involving Target and
Equifax, spurred widespread demand for cyber coverage.'? The European Union, through the

General Data Protection Regulation (GDPR), further reinforced liability obligations on data

" Martin Eling & Jan Hendrik Wirfs, What Are the Actual Costs of Cyber Risk Events?, 92 J. Banking & Fin.
100 (2018).

$1d.

° Romanosky et al., supra note 3, at 2-3.

10 OECD, supra note 6, at 12.

! Daniel Woods & Andrew Simpson, Policy Diffusion and Cyber Insurance: Is the U.S. Leading the Way?, 22
J. Cybersecurity 33 (2018).

12 In re Target Corp. Customer Data Security Breach Litigation, 66 F. Supp. 3d 1154 (D. Minn. 2014); In re
Equifax, Inc. Customer Data Sec. Breach Litig., 362 F. Supp. 3d 1295 (N.D. Ga. 2019).
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controllers and processors, thereby incentivizing businesses to seek insurance as a compliance

tool.!3

In Asia, jurisdictions like Japan and Singapore have seen rapid growth in cyber insurance
adoption due to strong government-industry collaboration and proactive regulatory measures.'#
A common thread across these markets is the recognition that cyber insurance functions not
only as a financial instrument but also as a driver of better cybersecurity practices through

underwriting standards and due diligence requirements. !>
C. The Indian Cyber Threat Landscape

India presents one of the fastest-growing digital economies, but this progress is paralleled by
escalating cyber vulnerabilities. According to CERT-In, over 13.9 lakh cybersecurity incidents
were reported in 2022 alone, ranging from ransomware attacks on critical infrastructure to
phishing schemes targeting financial institutions.!® The Reserve Bank of India has noted that
cyber risks pose systemic threats to the financial sector, particularly given the country’s rapid

adoption of digital payment systems.!”

Despite this risk environment, cyber insurance penetration in India remains low. Industry
reports suggest that less than 5% of Indian companies currently hold cyber insurance policies,
with coverage skewed towards large corporations in the banking and IT sectors.!® Small and
medium enterprises (SMEs), which constitute the backbone of India’s economy, remain largely

uninsured due to lack of awareness, cost concerns, and uncertainty over claim settlement.'”
D. Current Market for Cyber Insurance in India

The Insurance Regulatory and Development Authority of India (IRDAI) has taken initial steps
to promote cyber insurance, such as releasing exposure drafts and encouraging insurers to
design specialized policies.?’ Indian insurers currently offer policies covering data breach

expenses, business interruption, and regulatory fines under the IT Act, 2000 or sectoral

13 Regulation (EU) 2016/679, General Data Protection Regulation, 2016 O.J. (L 119) 1.

14 Masato Shiroyama et al., Cybersecurity Policy in Japan, 33 Asian J. Pub. Pol’y 77 (2019).
15 OECD, supra note 6, at 14-15.

16 CERT-In, supra note 1.

17 RBI, supra note 2.

18 PwC India, Cyber Insurance in India: Unlocking the Potential (2021).

9 1d.

20 IRDAL, supra note 5.
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regulations.?! However, these policies are often characterized by:
i.  Broad exclusions (e.g., state-sponsored attacks, failure of basic security practices).
ii.  Ambiguous liability allocation between insurers and insureds.
iii.  Lack of standardization across policies, leading to inconsistent coverage.

Compared with global practices, India’s cyber insurance market is in its infancy, hampered by
the absence of clear legal frameworks, actuarial data, and institutional mechanisms to allocate
liability fairly. This creates significant barriers to adoption, especially for sectors most

vulnerable to cyber risks.
E. Emerging Issues

The Indian cyber insurance market faces two interlinked challenges. First, the unpredictability
of cyber risks makes actuarial modelling difficult, limiting insurers’ ability to price policies
accurately.?? Second, the lack of statutory clarity on liability distribution—particularly under
the IT Act and the Digital Personal Data Protection Act, 2023—discourages both insurers and
insured entities from relying on cyber insurance as a robust risk management tool. Unless these
gaps are addressed, India risks falling behind in leveraging cyber insurance as a key component

of its cyber resilience framework.
III. LEGAL AND REGULATORY FRAMEWORK IN INDIA

The development of cyber insurance in India cannot be understood without reference to the
broader legal and regulatory ecosystem governing cyber risk, data protection, contractual
liability, and insurance regulation. While cyber insurance is an emergent field, it operates at

the intersection of multiple legislations, regulatory institutions, and judicial interpretations.
A. Information Technology Act, 2000 and Allied Rules

The Information Technology Act, 2000 (“IT Act”) remains the principal statute governing

cyber operations and liabilities in India. Under Sections 43 and 66, the Act provides for civil

2LIT Act, supra note 4, §§ 43A, 79.
22 Eling & Wirfs, supra note 7, at 105.
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compensation and criminal liability for unauthorized access, data theft, and system
disruption.?® Section 43A, inserted through the Information Technology (Amendment) Act,
2008, imposes liability on body corporates for negligence in implementing “reasonable security
practices.”?* The Information Technology (Reasonable Security Practices and Procedures and
Sensitive Personal Data or Information) Rules, 2011 further specify compliance standards,
including adherence to IS/ISO/IEC 27001, creating baseline obligations that insurers use to

define exclusions or coverage triggers in policies.?®
B. Insurance Act, 1938 and IRDAI Regulations

The Insurance Act, 1938 provides the overarching framework for the insurance industry in
India.?® The Insurance Regulatory and Development Authority of India (IRDAI), empowered
under this Act, issues regulations and guidelines. While the Act itself does not expressly
recognize “cyber insurance” as a separate class, IRDAI has issued circulars permitting insurers
to introduce cyber risk coverage under general insurance business.?” Recent initiatives,
including IRDAI’s 2020 guidance note on cyber insurance products for individuals, encourage

innovation in product structuring, though standardization remains lacking.?8
C. Data Protection and Privacy Legislation

The enactment of the Digital Personal Data Protection Act, 2023 (“DPDP Act”) significantly
reshapes the liability landscape. The Act introduces obligations on data fiduciaries for secure
processing of personal data and empowers the Data Protection Board of India to impose
penalties up to 2250 crore for breaches.?’ These statutory penalties, coupled with civil claims
under Section 43 A of the IT Act, create layered liabilities that enterprises may mitigate through
cyber insurance. The DPDP Act thus expands insurable risks by codifying a statutory duty of

care in handling personal data.*

B IT Act, supra note 4, §§ 43, 66.

24 Information Technology (Amendment) Act, No. 10 of 2009, § 21 (India).

25 Information Technology (Reasonable Security Practices and Procedures and Sensitive Personal Data or
Information) Rules, 2011, Gazette of India, Apr. 13, 2011.

26 Insurance Act, No. 4 of 1938, § 3 (India).

27 Insurance Regulatory and Development Authority of India Act, No. 41 of 1999, § 14 (India).

28 Insurance Regulatory & Dev. Auth. of India, Guidelines on Standardization of General Insurance Products,
2020 (India).

2 Digital Personal Data Protection Act, No. 22 of 2023, §§ 28-30 (India).

N71d. § 8.
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D. Sectoral Regulations and Guidelines

In addition to general statutes, sector-specific regulators have introduced compliance regimes.
The Reserve Bank of India (RBI) requires banks to adopt a Cyber Security Framework for
Banks (2016), mandating real-time threat monitoring and incident reporting.’! The Securities
and Exchange Board of India (SEBI) directs listed entities to disclose cyber incidents in annual
filings, enhancing liability exposure.’> The National Critical Information Infrastructure
Protection Centre (NCIIPC), established under Section 70A of the IT Act, safeguards critical
information infrastructure, indirectly shaping cyber liability by imposing compliance

burdens.??
E. Judicial and Quasi-Judicial Perspectives

Judicial interpretation has reinforced accountability in cyberspace. In Shreya Singhal v. Union
of India, the Supreme Court struck down Section 66A of the IT Act, emphasizing
proportionality and constitutional safeguards.** In Justice K.S. Puttaswamy (Retd.) v. Union of
India, the Court elevated privacy to the status of a fundamental right, imposing a constitutional
duty on corporations to safeguard personal data.’> Additionally, adjudicating officers under the
IT Act and the Telecom Disputes Settlement and Appellate Tribunal (TDSAT) play crucial
roles in awarding compensation, decisions that often form the factual basis for triggering cyber

insurance claims.3®
F. Gaps and Challenges

Despite this multilayered framework, India lacks a dedicated regulatory regime for cyber
insurance. Key issues such as standardized policy terms, disclosure obligations for insured
entities, and recognition of cyber insurance within compliance requirements remain
unresolved.’” Overlaps between IT Act liabilities, contractual obligations, and DPDP Act

penalties create uncertainty both for insurers in pricing risk and for policyholders in

31 Reserve Bank of India, Circular on Cyber Security Framework in Banks, RBI/2015-16/418, Jun. 2, 2016.

32 Securities & Exchange Board of India, SEBI (Listing Obligations and Disclosure Requirements) Regulations,
2015, Reg. 30.

31T Act, supra note 4, § 70A.

34 Shreya Singhal v. Union of India, (2015) 5 S.C.C. 1 (India).

35 Justice K.S. Puttaswamy (Retd.) v. Union of India, (2017) 10 S.C.C. 1 (India).

36 See generally, Telecom Disputes Settlement and Appellate Tribunal, Decisions under IT Act (India).

37 Nidhi Singh, Cyber Insurance in India: Issues and Challenges, 58 JILI 203, 210 (2016).
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understanding coverage scope.
Iv. LIABILITY DISTRIBUTION IN CYBER INSURANCE

Cyber insurance is fundamentally designed to allocate financial and legal responsibility arising
from cyber incidents. However, the distribution of liability among insurers, insured entities,
and third parties is often complex, particularly in India where regulatory clarity is limited. This

section examines the principles, current practices, challenges, and comparative perspectives.
A. Liability of Insurers

Insurers assume financial risk in exchange for premiums, covering losses arising from cyber

incidents. In India, cyber insurance policies typically include:

1. First-party coverage: Direct losses to the insured, such as business interruption, system

restoration, and forensic investigation costs.*®

2. Third-party coverage: Liabilities arising from claims by customers, partners, or

regulators due to data breaches or system failures.>
Policy terms often include exclusions, limiting insurer liability for acts such as:

o State-sponsored attacks;
e Failure to maintain minimum security standards;
o Insider misconduct not disclosed to the insurer.*°

Ambiguities in policy wording can lead to disputes, particularly when insurers deny claims on
grounds of insufficient due diligence or breach of contractual obligations. Unlike developed

markets, Indian insurers lack standardized clauses, resulting in inconsistent liability coverage.

B. Liability of Insured Entities

Insured organizations remain responsible for:

38 IRDAL, supra note 3, at 3.
39 Romanosky et al., supra note 3, at 5.
401d. at 6.
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1. Implementing reasonable cybersecurity measures under Section 43A of the IT Act.*!
2. Disclosing material facts and prior incidents to insurers during underwriting.*?

3. Mitigating damages after a breach, such as notifying affected parties and regulators

promptly.*?

Failure to fulfil these duties can lead insurers to invoke policy exclusions, leaving the insured
to bear residual liability. SMEs in India often lack the resources to maintain robust
cybersecurity frameworks, increasing both their exposure and insurers’ reluctance to provide

comprehensive coverage.
C. Liability to Third Parties and Regulators

Third-party liability arises when a cyber incident affects customers, vendors, or partners. In

India, affected individuals may claim compensation under:
e Section 43A of the IT Act (negligent handling of sensitive personal data);**

o Remedies under the Digital Personal Data Protection Act, 2023 for breaches involving

personal data;*

e Sectoral regulations, such as RBI guidelines for banks or SEBI disclosure requirements

for listed entities.*®

Regulatory fines and penalties are often significant, and insurers may be called upon to
indemnify the insured against such liabilities. However, gaps in statutory clarity—such as
overlapping obligations under IT Act, DPDP Act, and contractual duties—create uncertainty

in liability allocation.

41T Act, supra note 4, § 43A.

42 IRDAL supra note 5, at 4.

43 DPDP Act, supra note 29, § 28(2).

41T Act, supra note 4, § 43A.

4 DPDP Act, supra note 29, § 34.

46 RBI, Cyber Security Framework in Banks, RB1/2015-16/418 (2016); SEBI (Listing Obligations and
Disclosure Requirements) Regulations, 2015, Reg. 30.
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D. Challenges in Liability Distribution

1.

3.

99 ¢6

Ambiguity in Policy Wording: Inconsistent definitions of “cyber incident,” “reasonable

security practices,” and “material misrepresentation” create disputes.*’

Cumulative Liability: Overlapping statutory, contractual, and regulatory obligations

make it difficult to determine the insurer’s exact financial responsibility.

Limited Judicial Precedent: India lacks extensive case law on cyber insurance claims,

forcing reliance on contract law and general insurance principles.

Underwriting Limitations: Insurers often lack actuarial data on cyber risks, making

risk-based premium allocation and liability assessment difficult.*8

E. Comparative Insights

United States: Courts have emphasized the insurer’s duty to indemnify but uphold
exclusions for gross negligence. For example, in Columbia Casualty Co. v. Cottage
Health Systems, insurers denied coverage for failures to implement minimum

cybersecurity measures, highlighting the criticality of insured compliance.*’

European Union: GDPR fines and penalties are often partially insurable, but EU
regulators stress that insurance cannot substitute statutory compliance, reinforcing

shared liability.>°

Lessons for India: A structured approach combining statutory guidance, standardized
insurance clauses, and regulatory oversight can clarify liability allocation, promote

market confidence, and protect consumers.

F. Way Forward

For India to develop a mature cyber insurance market, liability distribution must be:

1.

Codified through regulatory standards, clarifying the responsibilities of insurers,

47 Romanosky et al., supra note 3, at 8.

8 Eling & Wirfs, supra note 7, at 105.

4 Columbia Cas. Co. v. Cottage Health Sys., 4 Cal. App. 5th 456 (2016).
50 GDPR, supra note 13, arts. 82-83.
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insureds, and third parties.

2. Coupled with mandatory disclosure obligations and post-incident reporting.

3.

V.

Integrated with sectoral and statutory obligations to reduce overlaps and uncertainty.

CHALLENGES IN CYBER INSURANCE ADOPTION IN INDIA

Despite the growing recognition of cyber risks, the adoption of cyber insurance in India remains

limited. Several legal, regulatory, technological, and market-based factors constrain the

expansion of this critical risk management tool.

A. Regulatory and Legal Challenges

1.

2.

3.

Lack of Dedicated Cyber Insurance Regulation: Unlike developed jurisdictions such
as the U.S. and EU, India does not have a specific legal framework governing cyber
insurance. Existing statutes—the Information Technology Act, 2000 and the Digital
Personal Data Protection Act, 2023—define liability for data breaches but do not
explicitly address the structure of insurance contracts or standards for claim

settlement.>!

Ambiguity in Liability Allocation: Overlaps between statutory duties, contractual
obligations, and policy exclusions create uncertainty for both insurers and insureds. For
instance, an insured entity may simultaneously face penalties under the IT Act, DPDP

Act, and sector-specific regulations such as those issued by the RBI or SEBI.>2

Limited Judicial Precedent: India has minimal case law addressing disputes over cyber

insurance claims, leaving the interpretation of policy clauses largely unresolved.*

B. Market and Commercial Challenges

1.

Low Awareness and Penetration: Surveys indicate that less than 5% of Indian SMEs

have purchased cyber insurance, primarily due to lack of awareness or perceived cost.>*

SUIT Act, supra note 4, §§ 43A, 66; DPDP Act, supra note 29, §§ 28-30.
52 RBI & SEBI, supra note 46.

53 Nidhi Singh, supra note 37.

54 PwC India, supra note 18.
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2.

3.

Underdeveloped Actuarial Data: Insurers face difficulty pricing policies accurately
due to insufficient historical data on cyber incidents in India. This leads to conservative

underwriting and higher premiums, which deter small businesses.>

Excessive Policy Exclusions: Broad exclusions, such as state-sponsored attacks,
insider threats, and inadequate security practices, limit coverage and reduce perceived

value of policies.*¢

C. Technological Challenges

1.

2.

Rapidly Evolving Threat Landscape: Cyber risks evolve faster than insurance policies
can be updated. Advanced persistent threats, ransomware-as-a-service, and Al-driven

attacks create uncertainty in risk assessment.>’

Integration with Organizational Risk Management. Many organizations lack the
technical infrastructure or expertise to monitor cyber risks, making it difficult to meet

insurer requirements for policy issuance.®

D. Ethical and Consumer Protection Considerations

1.

2.

Privacy and Data Protection Conflicts: Coverage may require disclosure of sensitive

data or incident details, raising privacy concerns under the DPDP Act.>’

Risk of Moral Hazard: Organizations may over-rely on insurance, neglecting robust
cybersecurity measures. This could increase systemic risk if multiple large-scale

incidents occur simultaneously.

E. Comparative Lessons

United States: Legal clarity and standardized policies facilitate broader adoption,

though disputes over exclusions remain common.®!

55 Eling & Wirfs, supra note 7, at 105.
56 Romanosky et al., supra note 3, at 6.
S71d. at 5.

81d. at 7.

3 DPDP Act, supra note 29, § 34.

0 OECD, supra note 6, at 14-15.

6! Supra, note 49.
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e European Union: GDPR fines can be partially insured, but regulators emphasize that

insurance does not replace statutory compliance, reinforcing shared liability.%?

o Implication for India: India must address regulatory gaps, standardize policy terms,
enhance actuarial data collection, and balance insurance coverage with privacy

obligations to stimulate market growth.
VI. THE NEXT FRONTIER: POLICY AND LEGAL RECOMMENDATIONS

The development of cyber insurance in India presents a unique opportunity to enhance the
country’s digital resilience while fostering financial innovation. Addressing regulatory gaps,
liability ambiguities, and market barriers requires a multi-pronged approach, integrating legal

reforms, regulatory guidelines, and industry best practices.
A. Regulatory Standardization and Oversight

1. Dedicated Cyber Insurance Regulations: The IRDAI should issue comprehensive
regulations for cyber insurance products, covering policy wording, exclusions, claim
procedures, and minimum coverage standards. Such regulation would provide certainty

to insurers and insured entities, while facilitating market expansion.®®

2. Mandatory Disclosure of Cyber Incidents: Organizations seeking cyber insurance
should be required to report all material cyber incidents to insurers. Regulatory
guidance on disclosure timelines and thresholds would enhance actuarial accuracy and

claim transparency.*

3. Integration with Sectoral Regulations: Cyber insurance should align with RBI, SEBI,
and NCIPC requirements. For instance, banks and payment operators may be
mandated to maintain minimum coverage thresholds reflecting systemic risk

exposure.®

2 GDPR, supra note 13, arts. 82-83.

83 Insurance Regulatory & Dev. Auth. of India, Guidelines on Standardization of General Insurance Products
3-5(2020).

4 IRDALI, supra note 5.

5 RBI & SEBI, supra note 46.
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B. Liability Allocation Framework

1. Shared Responsibility Model: Liability should be clearly delineated among insurers,
insureds, and third parties. Insurers assume financial risk, while insured entities retain
operational responsibility for implementing reasonable security measures, and third

parties are protected via indemnification clauses.®¢

2. Standardized Exclusions and Endorsements: Policy templates should define
exclusions for state-sponsored attacks, insider threats, or failure to meet baseline

cybersecurity standards, minimizing disputes and uncertainty.5’

3. Statutory Recognition of Insurance as Risk Mitigation: Amendments to the IT Act
and DPDP Act could formally recognize cyber insurance as a tool for compliance and

mitigation, thereby clarifying its role in liability management.®®
C. Enhancing Market Confidence and Adoption

1. Data Collection and Actuarial Support. The government and industry bodies should
establish a centralized repository of anonymized cyber incidents. This would enable
better risk modelling, accurate premium pricing, and informed underwriting

decisions.®’

2. Incentives for SMEs: Subsidies, tax benefits, or mandatory minimum coverage for
SMEs could accelerate adoption. Small businesses are particularly vulnerable to

cyberattacks yet remain largely uninsured.”

3. Capacity Building and Awareness Programs: Regulatory authorities and industry
associations should promote awareness of cyber insurance benefits, claim procedures,

and risk mitigation strategies through training, webinars, and guidelines.”!

6 Romanosky et al., supra note 3, at 6-7

71d. at 6.

8 IT Act, supra note 4, § 43A; DPDP Act, supra note 29, §§ 28-30.
% OECD, supra note 6, at 14-15.

70 PwC India, supra note 18.

"11d. at 16-17.
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D. Legal and Ethical Safeguards

1.

2.

3.

Data Protection Compliance: Cyber insurance contracts must respect obligations under
the DPDP Act, 2023, ensuring that incident reporting and claim processing do not

compromise personal data privacy.’?

Preventing Moral Hazard: Insurers should include requirements for reasonable
cybersecurity practices, periodic audits, and compliance certifications to prevent over-

reliance on insurance coverage.”

Dispute Resolution Mechanisms: Specialized arbitration or mediation frameworks
could be established to resolve cyber insurance claims efficiently, minimizing judicial

burden and ensuring timely indemnification.’

E. Comparative Lessons for India

United States: Standardized policy language and regulatory oversight enhance market

confidence while balancing insured and insurer obligations.”

European Union: GDPR fines are partially insurable, yet regulators maintain that
insurance complements, rather than replaces, statutory compliance, reinforcing shared

liability.s

Implication for India: India can adopt a hybrid approach: mandatory disclosure,
standardized liability allocation, incentives for SMEs, and integration with statutory

compliance to create a resilient cyber insurance ecosystem.

VII. CONCLUSION

The emergence of cyber insurance in India represents a critical frontier in risk management,

financial innovation, and digital resilience. This study has examined the regulatory, legal, and

market frameworks governing cyber insurance, the allocation of liability among insurers,

2 DPDP Act, supra note 68, § 34.

3 Romanosky et al., supra note 3, at 8.
74 Nidhi Singh, supra note 37, at 215-16.
75 Supra, note 49.

76 GDPR, supra note 13, arts. 82-83.
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insured entities, and third parties, and the challenges limiting adoption.
Synthesis of Key Findings

i.  Regulatory Complexity: India’s cyber insurance ecosystem is shaped by multiple
statutes, including the IT Act, 2000, the DPDP Act, 2023, sectoral guidelines from RBI
and SEBI, and IRDAI regulations. While these frameworks establish liability and
compliance obligations, they lack dedicated cyber insurance regulation, resulting in

ambiguity for both insurers and insureds.”’

ii.  Liability Allocation: The distribution of financial and legal responsibility is
fragmented. Insurers provide indemnification for first- and third-party losses, insured
entities retain operational responsibility, and third parties may claim compensation
under statutory provisions. Policy ambiguity, limited judicial precedent, and

overlapping statutory obligations create uncertainty in claim settlement.”®

iii.  Market and Technological Challenges: Low awareness, underdeveloped actuarial
data, and evolving cyber threats hinder widespread adoption. SMEs remain particularly

vulnerable, while insurers struggle to price risk effectively.”

iv.  Comparative Lessons: Insights from the U.S. and EU highlight the benefits of
standardized policy language, mandatory disclosure, actuarial transparency, and
integration of insurance with statutory compliance. India can adapt these strategies

while respecting its unique regulatory and technological landscape.®°
Opportunities

a) Cyber insurance can enhance organizational resilience, enabling businesses to manage

the financial impact of cyberattacks.

b) Integration with statutory compliance frameworks, such as DPDP Act obligations, can

71T Act, supra note 4, §§ 43A, 66; DPDP Act, supra note 29, §§ 28-30.

8 Romanosky et al., supra note 3, at 6-7.

7 PwC India, supra note 18, at 15-17; Eling & Wirfs, supra note 7, at 105.

80 Columbia Cas. Co. v. Cottage Health Sys., 4 Cal. App. 5th 456 (2016); Regulation (EU) 2016/679, General
Data Protection Regulation, 2016 O.J. (L 119) 1, arts. 82—83.
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reduce liability exposure while promoting robust cybersecurity practices.

c) Standardized products, actuarial support, and regulatory incentives can expand

coverage penetration, particularly among SMEs and critical sectors.

a) Ambiguity in policy clauses and overlapping statutory obligations may undermine trust

between insurers and insureds.

b) Over-reliance on insurance could foster moral hazard, where entities neglect proactive

cybersecurity measures.

c) Rapid technological evolution may outpace policy design, leaving gaps in coverage and

enforcement.

Forward-Looking Outlook for India

India stands at a decisive moment in shaping a resilient and future-ready cyber risk ecosystem.
To unlock the full potential of cyber insurance, the country must adopt a multi-pronged

strategy:

e enact dedicated IRDAI regulations tailored to cyber risk;

e establish clear liability distribution through statutory recognition and standardized

policy language;

e ecxpand awareness and capacity-building, particularly among SMEs and critical

infrastructure sectors;

e create centralized mechanisms for incident reporting and actuarial data collection to

strengthen risk assessment; and

e integrate cyber insurance within broader frameworks of corporate governance, data

protection, and risk management.

By embracing these measures, India can create a robust, transparent, and equitable cyber
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insurance market that mitigates digital risks, protects consumers and organizations, and fosters
confidence in the digital economy. The future of India’s digital economy will not be defined

merely by technological innovation, but by how effectively it insures, distributes, and governs

the risks that come with it.
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