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ABSTRACT

The rapid advancement of Artificial Intelligence(A.l.) is transforming
industries, governance, and daily life through its capacity for predictive
multitasking, analytics, personalized services, and automated decision-
making. However, this technological progress brings with it significant
challenges to the protection each of individual privacy rights, creating a
complex tension between innovation and fundamental freedoms. AI’s
reliance on vast, often sensitive, personal data sets and opaque decision-
making processes fundamentally disrupts conventional notions of consent,
data security, and individual autonomy. In the Indian context, the enactment
of the Digital Personal Data Protection (DPDP)Act, 2023 marks a
foundational step in regulating personal data processing. Yet, while the Act
incorporates key principles such as shared consent, data minimization, and
lawful processing, it remains insufficient to address the distinct and evolving
privacy risks introduced by Al technologies. Issues such as algorithmic bias,
re-identification of anonymized data, Al-driven surveillance, and obscurity
in automated decisions continue to challenge the existing regulatory
framework.This article critically examines these emerging issues,
highlighting the gaps in India’s legal infrastructure and comparing them with
global regulatory practices like the ‘European Union’s General Data
Protection Regulation’ (GDPR) and the EU Al Act. It advocates for a multi-
layered strategy to strengthen Privacy protection in the Al era, including
embedding privacy by design, enhancing algorithmic transparency,
adopting Al-specific legal reforms, and promoting digital literacy among
users.The paper concludes by emphasizing the emphasis on unified action by
governments, industry, civil society, and individuals to develop Al systems
that are ethical, accountable, And privacy-respecting. Only through
continuous, adaptive, and inclusive policy-making can India and the global
community strike a sustainable balance between harnessing Al’s
transformative potential and safeguarding individual privacy rights in an
increasingly data-driven world.
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1. Introduction

In the 21st century, Artificial Intelligence (AI)! stands as a monumental technological force,
poised to reshape industries and redefine human interaction. Its capacity for unprecedented
efficiency and personalized insights offers a tantalizing promise of progress. Yet, this promise
is shadowed by a significant privacy peril, as Al's reliance on vast, often intimate, personal
data creates a fundamental tension with the right to privacy. Recognizing this rising problem,
India has enacted the (DPDP) Act, 20232, marking a crucial stride towards data protection.
However, the Act's limitations in fully addressing the complex, evolving privacy challenges
inherent to Al technologies underscore the urgent need for further, Al-specific regulatory

interventions.
The Promise and Privacy Peril of A1

Artificial Intelligence (AI) has emerged as a significant transformative technologies of the 21st
century, revolutionizing sectors such as healthcare, finance, governance, and public safety.? Its
capacity to process vast volumes of data, recognize patterns, and deliver personalized insights

promises unprecedented efficiency, innovation, and convenience in modern life.

However, this technological promise comes with an inherent privacy peril. Al thrives on data
— much of it personal, sensitive, and intimate. The sophisticated algorithms that drive Al
applications increasingly rely on continuous data collection, often without individuals' explicit
knowledge or informed consent. This creates a fundamental conflict between the operational

needs of Al systems and the deeply entrenched human right to privacy*.

As Al systems expand their influence over personal choices, public surveillance, predictive

policing, and automated decision-making, the risk of privacy erosion, algorithmic bias, and

Artificial Intelligence. is machine-simulated human intelligence for learning, reasoning, and problem-solving.
2Digital.Personal.Data.Protection Act, 2023 (DPDPA) — Sections 4-11 (Data Principal Rights), 17-20 (Data
Fiduciary Obligations).

3Justice B.N. Srikrishna. Committee Report on Data Protection (2018) — Recommended framework for India’s
data protection law.

“Ibid.
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mass data exploitation grows exponentially. Addressing this tension is crucial to ensuring AI’s

development benefits society without undermining individual freedoms?.
Right to Privacy in Indian and Global Scenario

The Right to Privacy has arisen as a vital human right, undergoing significant evolution in both

India and the global arena, particularly amplified by the digital age.

In India, the journey of privacy from an implied right to a fundamental one culminated in the
landmark 2017 Supreme Court judgment in Justice K.S. Puttaswamy v. Union of India.’
Initially, the Indian Constitution didn't explicitly mention privacy. However, through
progressive judicial interpretations, particularly of ‘Article 21 (Right to Life and Personal
Liberty)’, the concept gradually took shape. Cases like M.P. Sharma’ and Kharak
Singh®initially offered a narrow view, but later judgments, such as Gobind® and PUCL"’, started
recognizing aspects of privacy. The Puttaswamy verdict definitively declared privacy as an
intrinsic and fundamental right, inherent to Articles 14, 19, and 21. This ruling not only
overturned previous restrictive interpretations but also laid the groundwork for comprehensive
data protection. Consequently, the (DPDP Act) was enacted, establishing legislation governing
personal data processing, aligning India with global data protection standards by emphasizing
consent, data minimization, and accountability. Challenges persist, including reconciling
privacy and national security and addressing issues like mass surveillance and corporate data

exploitation.

The right to privacy is universally acknowledged in global instruments. The UDHR and ICCPR
affirm protection from arbitrary interference; the European Convention on Human Rights
likewise safeguards private and family life. The most influential development in global privacy
protection is the (GDPR)!, implemented in the European Union in 2018. GDPR's stringent
rules, including principles of legality, purpose restriction, and data minimization, and

accountability, along with strong individual rights like the ‘right to be forgotten,” have set a

STbid.

®Justice K.S..Puttaswamy (Retd.) v. Union of India, (2017) 10 SCC 1 (Right to Privacy as Fundamental Right).
"M.P., Sharma v. Satish Chandra, 1954 SCR 1077

8Kharak Singh. v. State of U.P., AIR 1963 SC 1295

°Gobind v. State of M.P., (1975) 2 SCC 148

19people’s Union for Civil Liberties. (PUCL) v. Union of India, (1997) 1 SCC 301

"'General Data Protection Regulation
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benchmark worldwide. Its extraterritorial reach resulted in a "Brussels Effect,"!? prompting
many non-EU countries, like Brazil (LGPD)!"® and China (PIPL)'4, and even U.S. states
(CCPA/CPRA)'", to adopt similar comprehensive data protection laws. However, the global
scenario faces ongoing challenges, including managing international data transfers, addressing
state-sponsored surveillance, tackling the data-hungry practices of tech giants, and adapting to

the privacy implications from new technologies like Al.

In essence, while both India and the international community has advanced notably in
acknowledging and formalizing the right to privacy, continuous adaptation of legal frameworks
and international cooperation are crucial to safeguard this fundamental right in an increasingly

interconnected and data-driven world.!®
The Indian Regulatory Response: DPDP Act, 2023

In recognition of growing data protection concerns, India enacted the (DPDP) Act, 2023 — a
landmark legislation aimed at safeguarding personal information in the digital era. The Act
introduces vital principles such as lawful data processing, data minimization, purpose
limitation, and the requirement for free, informed, and specific consent from individuals before

their data is processed.!’

While the DPDP Act represents a significant step toward establishing a structured privacy
framework in India, it falls short in comprehensively addressing the unique and complex
privacy risks posed by Al technologies. Challenges such as opaque algorithmic decision-
making, automated profiling, Al-driven surveillance, and data security vulnerabilities remain

largely unregulated under the Act’s current provisions.'®

This gap highlights the urgent need for Al-specific regulatory frameworks, ethical guidelines,

and accountability mechanisms in India to responsibly manage AI’s privacy implications while

12 Apar Gupta, The Battle for Digital Privacy in India (2022).

13Aziz Z. Huq, A Right to a Human Decision, 106 Va. L. Rev. 611 (2020).

“Nizan.Geslevich.Packin&Yafit Lev-Aretz, Learning Algorithms and Discrimination, 94 Wash. L. Rev. 459
(2019).

5Ari Ezra Waldman, Privacy as Trust: Information Privacy for an Information Age (2018).

16 Tbid.

17Sonia K. Katyal, Private Accountability in the Age of Artificial Intelligence, 66 UCLA L. Rev. 54 (2019).
BIbid.
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fostering innovation and digital growth.!
2. Key Issues and Privacy Challenges in the AI Era

Artificial Intelligence (AI) systems fundamentally depend on large, diverse, and often sensitive
data sets to function effectively. This dependency introduces unprecedented privacy risks and
ethical dilemmas.?’ The challenges extend beyond mere data collection to the ways Al
processes, infers, and acts upon personal information, often without explicit, meaningful
consent or oversight. This section outlines the principal privacy challenges associated with Al

technologies:
A. Massive Data Collection and Informed Consent Deficits

Artificial Intelligence (Al) systems depend on the continuous collection and processing of vast
volumes of personal, often sensitive, data to function effectively.?! This covers data collected
from social media, biometric scanners, wearable devices, online transactions, surveillance
systems, and smart appliances.?? Frequently, individuals remain unaware that their private

information is being harvested, shared, and analyzed by Al-driven systems.

Even when consent is ostensibly obtained, it tends to be embedded within lengthy, jargon-
heavy privacy policies or broad “click-wrap” agreements that fail to ensure meaningful,
informed, and specific consent. The opacity of Al systems further complicates this issue, as
users cannot easily discern how their data will be processed, merged with other datasets, or

what risks such processing may entail.??

Moreover, the dynamic, adaptive nature of Al allows for purpose creep?*, where information
originally gathered for one declared purpose is later repurposed for entirely different, often
intrusive, applications — from behavioral advertising to predictive policing — without

securing fresh consent.?> This erodes the core principle of informational self-determination,

Vidushi Marda, Artificial Intelligence & Human Rights in India, 9 NUJS L. Rev. 78 (2019).

20Brookings Institution, How to Regulate Al Without Stifling Innovation (2021).

2'High-Level Committee on Non-Personal Data Governance (Kris Gopalakrishnan Committee Report, 2020).
22Ada Lovelace Institute, Algorithmic Impact Assessment: A Case Study in Healthcare (2020).

BCenter for Democracy & Technology (CDT), Al Governance and Privacy (2023).

ZFuture of Privacy Forum, Privacy and Al Governance Landscape (2023).

Zwhite House Executive Order on Al, Exec. Order No. 14110 (2023).

Page: 1581



Indian Journal of Integrated Research in Law Volume V Issue III | ISSN: 2583-0538

leaving people having restricted control over their personal data and little visibility into its

ongoing use.

Addressing this challenge requires modernizing consent mechanisms to be granular,
dynamic, and transparent, offering users clear, accessible options to manage, modify, or

withdraw consent as Al systems evolve.?®
B. Algorithmic Bias?’” and Lack of Accountability

Another significant privacy and ethical challenge in the Al era is the prevalence of algorithmic
bias and the corresponding lack of accountability within Al-driven decision-making systems.
Al models are trained on historical datasets that often reflect existing social, cultural, and
institutional biases.?*When these prejudiced datasets are applied without adequate scrutiny, Al

systems can reproduce and even amplify discriminatory outcomes.

Examples include hiring algorithms that prefer male candidates due to historically gender-
biased employment data, credit scoring systems that disadvantage certain zip codes or ethnic
groups, and predictive policing tools that disproportionately target marginalized communities

based on skewed crime records.

Compounding this issue is the opacity of Al systems, often described as “black boxes,” where
the rationale behind a given decision remains inaccessible, even to system developers. As a
result, individuals adversely affected by Al decisions — whether a denied loan, job application,
or insurance claim — typically have no clear explanation for the outcome, nor effective

avenues for review, challenge, or correction.

The diffusion of responsibility across Al developers, deploying organizations, and data
providers further complicates accountability, creating legal and ethical gaps where harmful

decisions can occur without recourse or liability.

To mitigate this, it is essential to mandate algorithmic audits, fairness testing, and impact
assessments, coupled with the establishment of grievance redressal mechanisms and

enforceable legal obligations for Al developers and operators. Ensuring transparency and

26 Arindrajit Basu, Surveillance in the Digital Age: Constitutional Challenges, 60 J. Indian L. Inst. 112 (2018).
2’Faiza Rahman, Algorithmic Bias in Indian Criminal Justice, 14 Socio-Legal Rev. 89 (2022).
28UN Resolution on Al and Human Rights, A/HRC/RES/51/ (2023).
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fairness in Al decision-making is crucial to prevent discrimination, build public trust, and

uphold fundamental rights.?
C. AI-Powered Surveillance and Profiling

The proliferation of Al technologies has significantly expanded the scope, precision, and
pervasiveness of surveillance practices. Advanced Al tools — including facial recognition
systems, biometric scanners, predictive policing algorithms, and location-tracking technologies
— enable both state and private actors to monitor, profile, and predict individual behavior on

an unprecedented scale.>°

Al-driven surveillance often occurs without the explicit knowledge or consent of those being
monitored, undermining privacy rights and freedoms traditionally enjoyed in public and digital
spaces. This erosion of anonymity has a chilling effect on freedom of movement, association,

and expression, particularly in democratic societies.?!

Furthermore, AID’s ability to infer highly sensitive personal attributes from seemingly
innocuous data — such as political views, mental health status, religious beliefs, or emotional
states — exacerbates the risk of intrusive profiling and discriminatory targeting.>*> Marginalized
with minority groups particularly at risk of function creep, where technologies introduced for
legitimate security or administrative purposes are later repurposed for everyday monitoring,

often with limited oversight®3.

This unchecked expansion of Al-powered surveillance raises profound ethical, legal, and civil
liberties concerns, calling for stringent safeguards, transparency requirements, and

proportionality tests in both governmental and private-sector deployments.**
D. Data Security Vulnerabilities and Novel Attack Vectors

Al ecosystems, due to their reliance on large, centralized, and sensitive datasets, present high-

value targets for cyberattacks. The aggregation of personal, financial, health, and biometric

PInternet Freedom Foundation (IFF) v. Union of India (Ongoing) — Challenge to facial recognition in policing.
*0Internet Freedom Foundation (IFF) v. Union of India (Ongoing) — Challenge to facial recognition in policing.
31 Algorithmic Justice League, Disrupting Bias in Al (2021).

32Human Rights Watch, How Al Could Reinforce Biases in the Criminal Justice System (2022).

33U.S. Government Accountability Office (GAO), Al in Government: Challenges and Opportunities (2021).

34 Aadhaar (Targete.Delivery of Financial and Other.Subsidies, Benefits and Services)Act, 2016 — Section 8
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data in Al training and operational systems magnifies the potential harm from data breaches.

In addition to conventional cybersecurity threats, Al systems introduce novel vulnerabilities
unique to their architecture. Prompt injection attacks can manipulate AI models to perform
unauthorized actions, while model inversion and membership inference attacks allow
adversaries to reconstruct sensitive training data from Al outputs.®®> Data poisoning*® — where
malicious actors corrupt training datasets — can compromise Al performance or deliberately

introduce bias.

These new threats frequently exploit weaknesses in traditional security systems, which were
not built to handle the complexities of Al models, especially large language models (LLMs)
and generative Al technologies. Given AI’s expanding role in critical sectors such as
healthcare, defense, and finance, fortifying Al systems with advanced, Al-specific security

protocols is imperative to prevent widespread privacy violations and operational risks.’’
E. Regulatory Gaps and Enforcement Hurdles

The rapid pace of Al innovation continues to outstrip the capacity of existing legal and
regulatory frameworks, both globally and in India. Privacy laws such as India’s (DPDP- Digital
Personal Data Protection) Act, 2023 provide foundational protections for personal data but lack
Al-specific provisions to address the distinct risks posed by algorithmic decision-making, Al-

driven profiling, and automated surveillance.

Key areas of concern include the absence of enforceable rights to contest Al-generated
decisions, lack of mandatory algorithmic audits, and insufficient guidelines on mitigating bias
and ensuring explainability.?* Moreover, broad exemptions for state surveillance and national
security under the DPDP Act raise concerns about unchecked Al deployment by government

agencies.

Internationally, while frameworks like the EU GDPR and the EU AI Act offer more

comprehensive protections, the fragmented global regulatory landscape complicates cross-

33Shweta Mohandas, Data Localization & Privacy: A Critical Analysis, 25 NALSAR L. Rev. 67 (2021).
36Electronic Frontier Foundation (EFF), Al and Civil Liberties (2023).

3TFTC, Al and Algorithms: Tools for Business, Risks for Consumers (2020).

38Cary Coglianese & David Lehr, Regulating by Robot: Administrative Decision Making in the Machine-Learning
Era, 105 Geo. L.J. 1147 (2017).

39 Anupam Chander, The Racist Algorithm?, 115 Mich. L. Rev. 1023 (2017).
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border enforcement, interoperability, and accountability for multinational Al providers.

Addressing these gaps requires the formulation of Al-specific regulatory frameworks,
empowered oversight bodies, and collaborative policymaking that includes technologists, legal
experts, civil society, and affected communities to develop fair, accountable, and human-

centric Al governance systems.
3. Limitations of India’s Current Legal Framework

India's legal framework for data protection has advanced significantly with the enactment of
(DPDP) Act, 2023. This legislation marks a pivotal moment in safeguarding individual privacy
in the digital age, bringing India closer to global data protection standards.*® However, despite
its strengths, the Act presents certain limitations, particularly concerning the fast-changing

environment of Artificial Intelligence.
A. Strengths and Shortcomings of the DPDP Act, 2023

The Digital Personal Data Protection (DPDP) Act, 2023, marks an important move in

protecting individual privacy in India.
Strengths:

o Enhanced Privacy Protection: It mandates explicit consent for data processing, giving
individuals control over their information, including rights to access, modify, and delete

data.*!

e Clear Rules for Businesses: The Act provides a clear framework for data fiduciaries,
promoting compliance and accountability with stringent penalties for non-adherence

(up to %250 crore).*

e Global Alignment: It aligns India's data protection standards with global frameworks

like GDPR, facilitating cross-border data flow and international business.*

“OPranesh Prakash, India’s Aadhaar vs. EU’s GDPR: A Privacy Comparison, 12 Int’l J.L. & Info. Tech. 34 (2019).
“!Ignacio N. Cofone, Algorithmic Discrimination Is an Information Problem, 70 Hastings L.J. 1389 (2019).
“2Andrew D. Selbst & Solon Barocas, The Intuitive Appeal of Explainable Machines, 87 Fordham L. Rev. 1085
(2018).

“3OECD Guidelines on the Protection of Privacy and Transborder. Flows of Personal. Data (2013).
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o Protection for Children: The Act includes specific provisions for verifiable parental

consent and prohibits harmful data processing and targeted advertising for minors.**
Shortcomings:

e Government Exemptions: It grants the Central Government broad powers to exempt
its agencies from certain provisions, raising concerns about potential misuse and

surveillance.*

e Lack of Independent Oversight: The Data Protection Board of India's independence
is questioned due to government appointments, potentially impacting impartial

enforcement.*¢

o Absence of "Right to be Forgotten': Unlike some global counterparts, the Act does

does not specifically include the "right to be forgotten"," which empowers individuals

to delist their data from public platforms.*’

o Implementation Challenges: The Act's success hinges on effective enforcement, and
ambiguities remain in areas like age verification for children's data and clear standards

for cross-border data transfers to "trusted" countries.*®
B.Missing AI-Specific Safeguards and Oversight Mechanisms

A significant limitation of the DPDP Act, 2023, is its inadequate attention to the distinct
challenges presented by artificial intelligence (Al) in data processing. The current framework
largely operates under a traditional data processing paradigm and does not explicitly address
the complexities of Al systems. This includes issues such as algorithmic bias leading to
discriminatory outcomes, the lack of transparency in Al decision-making (the 'black box'
problem), and the possibility for Al to deduce or create new personal data without clear user

input or consent.* Without specific regulatory provisions, there's a risk of Al applications

44Tal Z. Zarsky, Incompatible: The GDPR in the Age of Big Data, 47 Seton Hall L. Rev. 995 (2017).
“Carpenter v. United States, 138 S. Ct. 2206 (2018).

46Rahul Matthan, The Al Regulation Dilemma: India’s Path Forward, 11 Indian J.L. & Tech. 45 (2020)
47Virginia Consumer Data Protection Act (VCDPA), Va. Code Ann. § 59.1-575.

“Paul Ohm, Broken Promises of Privacy: Responding to the Surprising Failure of Anonymization, 57 UCLA L.
Rev. 1701 (2010).

“Neil Richards, Why Privacy Matters (2021).

Page: 1586



Indian Journal of Integrated Research in Law Volume V Issue III | ISSN: 2583-0538

causing harm through unfair predictions, profiling, or the creation of deepfakes’. Robust, Al-
specific safeguards are crucial to mandate explainability, fairness, and accountability in Al
deployment, coupled with dedicated oversight mechanisms to monitor compliance and address

novel privacy infringements arising from advanced Al capabilities.’!
4. Comparative Global Approaches

In navigating the complexities of artificial intelligence, countries globally have adopted diverse
regulatory philosophies. Examining these comparative global approaches offers valuable
insights for India as it seeks to establish its own robust and effective Al governance
framework.>? From the comprehensive, rights-based regulations from the European Union's
regulations to the sector-specific laws in the United States and the state-controlled model of
China, each approach presents distinct advantages and disadvantages, providing crucial lessons

for India's emerging Al policy.>?
A. GDPR and EU AI Act

The EU's GDPR and Al Act represent distinct yet complementary global approaches to digital

governance.

The GDPR, effective since 2018, is a comprehensive data protection law. It focuses on
safeguarding personal data and privacy rights, granting individuals control over their
information. Its extraterritorial scope means any entity processing data of EU residents must

comply, influencing data protection regulations worldwide.

The EU AI Act, recently adopted, is a product safety regulation for Artificial Intelligence. It
categorizes Al systems by risk, imposing stringent requirements on high-risk Al (e.g., in
healthcare, critical infrastructure) to ensure safety, transparency, and human oversight. While
not solely focused on personal data, it heavily intersects with GDPR, especially for Al systems

processing such data.>*

50Helen Nissenbaum, Privacy in Context: Technology, Policy, and the Integrity of Social Life (2010).

5INeil M. Richards & Jonathan H. King, Three Paradoxes of Big Data, 66 Stan. L. Rev. Online 41 (2013).
2Ifeoma Ajunwa, The Paradox of Automation as Anti-Bias Intervention, 41 Cardozo L. Rev. 1671 (2020).

53] Now Institute, Algorithmic Accountability: A Primer (2018).

$4Convention 108+ (Modernized Convention for the Protection. of Individuals. with Regard to the Processing. of
Personal. Data), Council. of Europe (2018).
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Both aim to foster trustworthy technology, promote ethical practices, and have global impact
due to the EU's market size. Non-compliance carries significant penalties. While GDPR
protects data, the Al Act regulates the A1 systems themselves, creating a robust, albeit complex,

framework for responsible innovation.
B. US Sectoral Regulations™

The US adopts a sectoral approach to data privacy, meaning regulations target specific
industries or types of data rather than a single comprehensive law. Key federal examples

include:

o HIPAA (Health Insurance Portability and Accountability Act): Protects sensitive health

information (PHI).>®

e COPPA (Children's Online Privacy Protection Act): Regulates online collection of data

from children under 13.

e GLBA (Gramm-Leach-Bliley Act): Governs privacy practices of financial institutions

concerning customer data.>’

e FCRA (Fair Credit Reporting Act): Ensures accuracy and privacy of consumer credit

information.>8

o FERPA (Family Educational Rights and Privacy Act): Safeguards student education

records.

Beyond these, numerous state-level laws like the CCPA/CPRA in California further define

consumer rights, creating a complex and evolving privacy landscape across the US.
C. China’s State-Controlled AI Governance

China's Al governance is characterized by its state-controlled, top-down approach, prioritizing

national security, social stability, and technological leadership. Unlike Western models, it

35Brookings Institution, How to Regulate AI Without Stifling Innovation (2021).
SSACLU, The Dawn of Robot Surveillance: Al, Video Analytics, and Privacy (2019).
S"Data & Society, Algorithmic Accountability: A Primer (2020).

8 Al Now Institute, Algorithmic Accountability: A Primer (2018).
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features a fragmented yet increasingly comprehensive set of regulations targeting specific Al

applications.>
Key elements include:

e Algorithm Regulation: Strict rules on recommendation algorithms, deep synthesis
(deepfakes), and generative Al, emphasizing "socialist core values," content control,

and preventing misuse.*

e Data Security and Personal Information Protection: Laws like the PIPL and Data
Security Law heavily influence Al development, especially concerning data collection,

processing, and cross-border transfers.®!

e Algorithm Filing and Security Assessments: Providers of Al services with "public

opinion attributes" must register their algorithms and undergo security reviews.%2
p g g g y

o Ethical Guidelines: Frameworks emphasizing "human welfare, fairness and justice,

privacy and security, controllability and trustworthiness, and accountability."

This approach balances fostering innovation with maintaining tight government oversight,

reflecting China's unique political and social context.®
D. Lessons for India

For India, navigating Al governance requires a nuanced approach, drawing lessons from both

the EU and China.
From the EU's GDPR and Al Act, India can learn the value of:

o Risk-based regulation: Categorizing Al by potential harm allows for targeted
interventions, avoiding over-regulation of low-risk applications while ensuring robust

oversight for high-risk ones.®

3China’s Personal Information Protection Law (PIPL), effective Nov. 1, 2021.
®Yuval Noah Harari, 21 Lessons for the 21st Century (2018).

®!California Al Accountability Act, AB 331 (pending 2024).

820ECD Revised Al Principles (2023).

9 Edward Snowden, Permanent Record (2019).

®4NITI Aayog, Responsible Al for All (2021) — Principles for ethical Al in India.
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o Fundamental rights protection: Prioritizing privacy, fairness, and non-discrimination

within Al systems is essential for public trust and ethical development.5

o Transparency and accountability: Mandating clear disclosure of Al usage and creating

processes for human supervision can empower users and hold developers responsible.
From China's state-controlled model, India can consider:

e Proactive engagement: The Chinese government's swift action in regulating specific Al
applications (like generative AI) demonstrates the need for agility in addressing

emerging challenges.

o Emphasis on social values: While India's democratic values differ, integrating ethical

guidelines and "responsible AI" principles into national policy can guide development.

However, India must tailor these lessons to its unique democratic, diverse, and rapidly
innovating landscape. A balanced approach combining a framework law with sectoral
guidelines, encouraging industry self-regulation, and fostering international collaboration will

be key for responsible Al innovation.
5. Recommendations and Future-Proof Privacy Strategies

To proactively to tackle the challenges of artificial intelligence and ensure a privacy-focused
future, India must strategically adopt recommendations and forward-looking privacy strategies.
These steps seek to integrate ethical principles and strong protections into Al development and
deployment, shifting from reactive measures to proactive governance.®*By prioritizing core
principles such as privacy by design, transparency, and user empowerment, India can foster a

responsible Al ecosystem that serves society while protecting individual rights.
A. Embedding Privacy by Design and Default in AI Systems

Embedding ‘Privacy by Design’®’ and ‘Privacy by Default’*®in Al systems means weaving

%Digital Personal.Data.Protection.Act, 2023 (DPDPA) — Sections 4-11 (Data Principal Rights), 17-20 (Data
Fiduciary Obligations).

%Berkman Klein Center, Al and Human Rights (2022).

®’Frank Pasquale, Toward a Fourth Law of Robotics: Preserving Attribution, Responsibility, and Explainability
in an Algorithmic Society, 78 Ohio St. L.J. 1243 (2017).

®8Personal Data Protection Bill, 2019 (Lapsed, but influential in shaping discourse).
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privacy protections into every step of development from the start, rather than adding them in

later as an afterthought.

Privacy by Design mandates integrating privacy safeguards into an Al system's architecture

from conception. This includes:®’
e Data Minimization: Only collecting necessary data.
e Purpose Limitation: Using data only for its stated purpose.
e Security: Implementing robust security measures from the start.
e Transparency: Clearly communicating how data is used.

Privacy by Default means the strongest privacy settings are automatically in place, so users
don’t need to change anything to protect their data. This approach builds trust, lowers risk, and
stays in line with global laws like the GDPR—making Al systems more responsible and ethical

right from the start.”®
B. Making AI More Transparent and Easier to Understand

Improving Al transparency and explainability is key to building trust and accountability.
Transparency means being clear about what an Al system does, how it works, and where its
data comes from.”! Explainability is about making it easy to understand how the Al arrived at
a specific result, which is especially important for complex, hard-to-read "black box" models.
This involves developing techniques like SHAP (SHapley Additive exPlanations) or LIME
(Local Interpretable Model-agnostic Explanations) to provide human-understandable
insights into Al behavior. By making Al more transparent and explainable, we can more easily
spot biases, promote fairness, and stay in line with regulations, and ultimately build more

reliable and ethically sound AI systems.”?

% Ibid.

"0Justice B.N. Srikrishna Committee Report on Data.Protection (2018) — Recommended framework for India’s
data protection law.

"'Berkman Klein Center, Al and Human Rights (2022).

Ibid.

Page: 1591



Indian Journal of Integrated Research in Law Volume V Issue III | ISSN: 2583-0538

C. Making Consent Clearer, Stronger, and More User-Friendly

Improving consent processes in Al systems is essential to ensure both ethical standards and
legal compliance. This moves beyond simple click-through agreements, aiming for truly
informed, granular, and easily revocable consent.’”? Instead of broad waivers, users should be
presented with clear, concise explanations of what data is collected, how Al will use it (e.g.,
for personalization, model training, or specific inferences), and why it's necessary. Offering
detailed, flexible options lets users decide exactly how their data is used, instead of forcing
them into an all-or-nothing decision. Furthermore, consent mechanisms must be user-friendly,
allowing individuals to easily review, modify, or withdraw their consent at any time, ideally
through intuitive dashboards.” This continuous control builds trust and minimizes "consent

fatigue," ensuring that individuals genuinely understand and control their data's role in Al
D. Implementing Robust Data Governance and Security

Implementing robust data governance and security is foundational for ethical Al creation and
use. This includes setting clear policies and protocols covering the full data lifecycle, from
gathering to deletion. Key aspects include ensuring data quality and integrity, as Al models
are only as good as the data they're trained on.” Strong access controls and encryption are vital
to protect sensitive training data and block unauthorized access or breaches. Organizations
must also define data ownership and accountability, clarifying who is responsible for
data stewardship at each stage. Regular audits and monitoring of data flows and Al system
interactions are vital for spotting anomalies, uncovering possible weaknesses, and maintaining
continuous compliance with privacy laws. This holistic approach minimizes risks, builds trust,

and allows Al to be leveraged securely and ethically.”®
E. Suggesting Legal Updates Tailored for Al

Recommending Al-focused legal reforms in India is increasingly important due to the fast pace
of Al development and its widespread use. While existing laws like the (Digital Personal Data

Protection) Act, 2023, address some aspects, a dedicated framework is needed to tackle Al's

"Information Technology (Reasonable. Security Practices and Procedures and Sensitive Personal Data or
Information)Rules, 2011 — Rule 5

"MeitY (Ministry of Electronics & IT), (National Strategy for Artificial Intelligence 2018) — Al governance and
ethics.

5 Algorithmic Justice League, Disrupting Bias in Al (2021).

TNITI Aayog, Responsible Al for All (2021) — Principles for ethical Al in India.
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unique challenges.”” This includes clearly defining Al accountability and liability for harms
caused by autonomous systems, addressing algorithmic bias and discrimination to ensure
fairness, and mandating transparency and explainability requirements for high-risk Al
applications. Reforms should also consider intellectual property issues related to Al-generated
content and data used for training. An approach that balances fostering innovation while

safeguarding individual rights and societal well-being is crucial for India's Al future.
F. Encouraging User Control and Boosting Digital Literacy

Supporting user empowerment and improving digital literacy are key to ensuring fair and
ethical Al use across India. This extends beyond basic computer skills, requiring citizens to
understand how AI works, its potential benefits, and inherent risks like bias or privacy
invasion’®. Efforts should aim to raise Al awareness across all groups—starting with including
Al topics in school programs (aligned with NEP 2020) and offering training for workers and
the public. Empowering users means helping them critically evaluate Al content, understand
how algorithms make decisions, and know their rights over personal data.”” This collective
digital intelligence will foster informed participation, build trust, and enable individuals to

harness Al for personal and societal progress, rather than being passively impacted by it.
6. Future Outlook: Privacy in an AI-Powered India

As India stands on the cusp of an Al-driven future, understanding the trajectory of this
transformative technology and the policy agility required to govern it is paramount. This
section explores the future of privacy in an Al-driven India, analyzing emerging Al trends that
will influence our digital environment and the expected challenges they bring.?° It further
emphasizes the critical need for a continuous and collaborative approach to policy evolution,
ensuring that India's regulatory framework remains robust and relevant amidst rapid

technological advancements.
A. Emerging Al Trends and Anticipated Challenges

The AI landscape is quickly changing, driven by several major trends shaping its future.

""Indian Parliament Standing Committee Report on Data Protection Bill (2021).

8Stuart Russell & Peter Norvig, Artificial Intelligence: A Modern Approach (4th ed. 2021).
Future of Privacy Forum, Privacy and Al Governance Landscape (2023).

80Reserve Bank of India (RBI), Guidelines on Al in Banking (2021) — Privacy risks in fintech.
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Multimodal AI, which can process and generate content across various modalities (text,
images, audio, video), is becoming more sophisticated, leading to richer user experiences and
more comprehensive data analysis. Agentic Al, designed to perform complex tasks
autonomously, is gaining traction, moving beyond simple chatbots to intelligent systems that
can reason, plan, and learn. We're also seeing increased integration of Generative Al into
everyday applications and workflows, accelerating innovation across industries from creative

content to coding.®!

However, these advances bring major challenges. Ensuring data quality and reducing bias is
critical, as Al models are only as fair and accurate as their training data. Privacy and security
issues are increasing, especially given the large volumes of personal data Al systems process,
requiring strong protections. The '"black box" problem—Ilack of transparency and
explainability in complex AI models, continues to challenge accountability and trust.
Furthermore, the socio-economic impacts, such as potential job displacement and the need for
reskilling workforces, require proactive strategies.®? Finally, the rapid pace of AI development
continues to outpace regulatory frameworks, posing challenges for effective governance and

legal reforms to address issues like liability, intellectual property, and ethical deployment.
B. Need for Continuous, Collaborative Policy Evolution

The rapidly evolving nature of Al necessitates a continuous, collaborative policy evolution
rather than static, one-time legislative interventions. Given the dynamic technological
landscape, a rigid regulatory framework would quickly become obsolete. Instead, India needs
a flexible approach that enablesongoing adjustments and refinements.3* This involves fostering

a multi-stakeholder dialogue between government, industry, academia, and civil society.

Such collaboration ensures that policies are informed by both technological realities and
societal needs. Regular reviews, pilot projects, and regulatory sandboxes can test new
approaches and gather empirical data before widespread implementation.®*This ongoing
process enables learning and adjustments, ensuring regulations stay relevant and effective.

Additionally, global collaboration is vital to unify standards and tackle worldwide Al

81 Human Rights Watch, How Al Could Reinforce Biases in the Criminal Justice System (2022).

821d.

8U.S. Government Accountability Office (GAO), Al in Government: Challenges and Opportunities (2021).
84Telecom Regulatory Authority of India (TRAI), Privacy, Security and Ownership. of Data in the Telecom
Sector, (2018).
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challenges, avoiding fragmented regulations. Ultimately, continuous and collaborative policy

evolution is key to building a resilient and future-proof Al governance ecosystem in India.®®
7. Conclusion

The swift growth of Al offers great promise for social advancement but also poses serious
threats to fundamental rights. India’s path forward depends on striking a careful yet determined
balance between fostering innovation and protecting personal freedoms. This requires

dedication to developing Al responsibly and ethically.

First, balancing innovation with fundamental rights isn’t about holding back progress but
guiding it responsibly. As shown by the EU’s GDPR and Al Act, strong frameworks can
encourage ethical innovation by setting clear rules and expectations. For India, this means using
its vast talent and digital resources to develop advanced Al while embedding core values like
privacy, fairness, and non-discrimination into its Al ecosystem. The Digital Personal Data
Protection Act, 2023, is a solid foundation, but AI’s unique nature calls for clearer rules on
accountability, liability, and ethical data use in machine learning. The goal should be to build

a space where Al succeeds because it’s trustworthy, not in spite of missing safeguards.

Second, the push for responsible, ethical Al aligns closely with India’s democratic values and
commitment to inclusive growth. This means moving beyond mere compliance to fostering a
culture where ethics are built into every step of Al’s lifecycle. Strengthening consent processes
is key, so people truly understand and control their data. Transparency and explainability must
be priorities, making Al decisions clear and open to challenge, preventing unfair outcomes.
Strong data governance and security are essential to guard against breaches and misuse.
Additionally, staying ahead of emerging Al trends—Ilike deepfakes or autonomous decision-
making—requires ongoing vigilance and flexible policies. Lastly, empowering users through
digital literacy is vital. A well-informed public, able to understand and engage critically with

Al, is the best defense against its risks.

In short, India’s path with Al should be driven by a clear goal: to lead globally not only through

technological skill but also by creating Al that is ethical and inclusive. Achieving this calls for

85Usha Ramanathan, Aadhaar & Surveillance: Lessons for Al Governance, 8 Indian Hum. Rts. L. Rev. 56 (2020).
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collaboration among all stakeholders to shape policies that ensure innovation and fundamental

rights work hand in hand as the foundation of India’s Al future.
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